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QUESTION 1

Without validating user input, an application becomes vulnerable to all of the following EXCEPT: A. Buffer overflow. 

B. Command injection. 

C. Spear phishing. 

D. SQL injection. 

Correct Answer: C 

Input validation is a defensive technique intended to mitigate against possible user input attacks, such as buffer
overflows and fuzzing. Input validation checks every user input submitted to the application before processing that input.
The check could be a length, a character type, a language type, or a domain. 

Incorrect Answers: 

A: Buffer overflow is an exploit at programming error, bugs and flaws. It occurs when an application is fed more input
data than it is programmed to handle. This may cause the application to terminate or to write data beyond the end of the
allocated space in memory. The termination of the application may cause the system to send the data with temporary
access to privileged levels in the system, while overwriting can cause important data to be lost. Proper error and
exception handling and input validation will help prevent Buffer overflow exploits. 

B: Command injection is often used to gain access to restricted directories on a web server. Proper input validation will
help prevent command injection attacks. 

D: SQL injection attacks use unexpected input to a web application to gain access to the database used by web
application. You can protect a web application against SQL injection by implementing input validation and by limiting
database account privileges for the account used by the web server and the web application. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
257, 337, 338 Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 195- 196,
197, 319 

 

QUESTION 2

A network administrator, Joe, arrives at his new job to find that none of the users have changed their network
passwords since they were initially hired. Joe wants to have everyone change their passwords immediately. Which of
the following policies should be enforced to initiate a password change? 

A. Password expiration 

B. Password reuse 

C. Password recovery 

D. Password disablement 

Correct Answer: A 
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QUESTION 3

Which of the following types of application attacks would be used to specifically gain unauthorized information from
databases that did not have any input validation implemented? 

A. SQL injection 

B. Session hijacking and XML injection 

C. Cookies and attachments 

D. Buffer overflow and XSS 

Correct Answer: A 

To access information in databases, you use SQL. To gain unauthorized information from databases, a SQL Injection
attack is used. 

SQL injection is a code injection technique, used to attack data-driven applications, in which malicious SQL statements
are inserted into an entry field for execution (e.g. to dump the database contents to the attacker). SQL injection must 

exploit a security vulnerability in an application\\'s software, for example, when user input is either incorrectly filtered for
string literal escape characters embedded in SQL statements or user input is not strongly typed and unexpectedly 

executed. SQL injection is mostly known as an attack vector for websites but can be used to attack any type of SQL
database. 

Incorrect Answers: 

B: When a web user takes advantage of a weakness with SQL by entering values that they should not, it is known as a
SQL injection attack. Similarly, when the user enters values that query XML (known as XPath) with values that take 

advantage of exploits, it is known as an XML injection attack. XPath works in a similar manner to SQL, except that it
does not have the same levels of access control, and taking advantage of weaknesses within can return entire
documents. 

The best way to prevent XML injection attacks is to filter the user\\'s input and sanitize it to make certain that it does not
cause XPath to return more data than it should. XML Injection is not used to gain unauthorized information from 

databases. This answer is therefore incorrect. 

C: Cookies are used to store information about web browsing sessions. Cookies and attachments are not used to gain
unauthorized information from databases. 

This answer is therefore incorrect. 

D: Cross-site scripting (XSS) is a type of computer security vulnerability typically found in Web applications. XSS
enables attackers to inject client-side script into Web pages viewed by other users. 

A buffer overflow occurs when a program or process tries to store more data in a buffer (temporary data storage area)
than it was intended to hold. Since buffers are created to contain a finite amount of data, the extra information - which
has 

to go somewhere - can overflow into adjacent buffers, corrupting or overwriting the valid data held in them. Although it
may occur accidentally through programming error, buffer overflow is an increasingly common type of security attack on 
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data integrity. 

Buffer overflow and XSS are not used to gain unauthorized information from databases. This answer is therefore
incorrect. 

References: http://en.wikipedia.org/wiki/SQL_injection Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study
Guide, Sixth Edition, Sybex, Indianapolis, 2014, 337 

 

QUESTION 4

Which of the following is built into the hardware of most laptops but is not setup for centralized management by default? 

A. Whole disk encryption 

B. TPM encryption 

C. USB encryption 

D. Individual file encryption 

Correct Answer: B 

Trusted Platform Module (TPM) is a hardware-based encryption solution that is embedded in the system\\'s
motherboard and is enabled or disable in BIOS. It helps with hash key generation and stores cryptographic keys,
passwords, or 

certificates. 

Incorrect Answers: 

A Whole disk and device encryption encrypts the data on the device. This feature ensures that the data on the device
cannot be accessed in a useable form should the device be stolen. This encryption can be provided by a hardware
solution, 

such as TPM or HSM, or a software solution. 

C:

 USB encryption is provided by the vendor of the USB device or by a tool from a third party. It is not included in the
hardware of a laptop. 

D.

 File encryption can be used to protect the contents of individual files. It uses randomly generated symmetric encryption
keys for the file and stores the key in an encrypted form using the user\\'s public key on the encrypted file. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
418-419 Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 236, 237, 252, 255 

 

QUESTION 5
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Which of the following ciphers would be BEST used to encrypt streaming video? 

A. RSA 

B. RC4 

C. SHA1 

D. 3DES 

Correct Answer: B 

In cryptography, RC4 is the most widely used software stream cipher and is used in popular Internet protocols such as
Transport Layer Security (TLS). While remarkable for its simplicity and speed in software, RC4 has weaknesses that
argue against its use in new systems. It is especially vulnerable when the beginning of the output keystream is not
discarded, or when nonrandom or related keys are used; some ways of using RC4 can lead to very insecure protocols
such as WEP. 

Because RC4 is a stream cipher, it is more malleable than common block ciphers. If not used together with a strong
message authentication code (MAC), then encryption is vulnerable to a bit-flipping attack. The cipher is also vulnerable
to a stream cipher attack if not implemented correctly. Furthermore, inadvertent double encryption of a message with
the same key may accidentally output plaintext rather than ciphertext because the involutory nature of the XOR function
would result in the second operation reversing the first. It is noteworthy, however, that RC4, being a stream cipher, was
for a period of time the only common cipher that was immune to the 2011 BEAST attack on TLS 1.0. The attack exploits
a known weakness in the way cipher block chaining mode is used with all of the other ciphers supported by TLS 1.0,
which are all block ciphers. 

Incorrect Answers: 

A: RSA encryption is used for encrypting data in transit. RSA involves a public key and a private key. The public key can
be known by everyone and is used for encrypting messages. Messages encrypted with the public key can only be 

decrypted in a reasonable amount of time using the private key. However, RSA is not used to encrypt streaming video. 

C: SHA stands for "secure hash algorithm". SHA-1 is the most widely used of the existing SHA hash functions, and is
employed in several widely used applications and protocols including TLS and SSL, PGP, SSH, S/MIME, and IPsec. It
is 

used to ensure data integrity. However, it is not used to encrypt streaming video. 

D: In cryptography, Triple DES (3DES) is the common name for the Triple Data Encryption Algorithm (TDEA or Triple
DEA) symmetric-key block cipher, which applies the Data Encryption Standard (DES) cipher algorithm three times to
each 

data block. The electronic payment industry uses Triple DES and continues to develop and promulgate standards based
upon it (e.g. EMV). Microsoft OneNote, Microsoft Outlook 2007, and Microsoft System Center Configuration Manager 

2012, use Triple DES to password protect user content and system data. 

However, it is not used to encrypt streaming video. 

References: Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis,
2014, pp 250, 251, 255-256 http://en.wikipedia.org/wiki/RC4 http://en.wikipedia.org/wiki/SHA-1
http://en.wikipedia.org/wiki/Triple_DES 
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