
https://www.passapply.com/JK0-022.html
2023 Latest passapply JK0-022 PDF and VCE dumps Download

 

 

 

JK0-022Q&As

CompTIA Security+ Certification

Pass CompTIA JK0-022 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.passapply.com/JK0-022.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by CompTIA
Official Exam Center

 

 

JK0-022 Practice Test | JK0-022 Exam Questions | JK0-022 Braindumps                                1 / 6

https://www.passapply.com/JK0-022.html
https://www.passapply.com/JK0-022.html
https://www.passapply.com/JK0-022.html


https://www.passapply.com/JK0-022.html
2023 Latest passapply JK0-022 PDF and VCE dumps Download

QUESTION 1

A network administrator has been tasked with securing the WLAN. Which of the following cryptographic products would
be used to provide the MOST secure environment for the WLAN? 

A. WPA2 CCMP 

B. WPA 

C. WPA with MAC filtering 

D. WPA2 TKIP 

Correct Answer: A 

CCMP is the standard encryption protocol for use with the WPA2 standard and is much more secure than the WEP
protocol and TKIP protocol of WPA. CCMP provides the following security services: Data confidentiality; ensures only
authorized parties can access the information Authentication; provides proof of genuineness of the user Access control
in conjunction with layer management 

Because CCMP is a block cipher mode using a 128-bit key, it is secure against attacks to the 264 steps of operation. 

Incorrect Answers: 

B: The Wi-Fi Alliance intended WPA as an intermediate measure to take the place of WEP pending the availability of the
full IEEE 802.11i standard. The WPA protocol implements much of the IEEE 802.11i standard. Specifically, the
Temporal Key Integrity Protocol (TKIP) was adopted for WPA. WEP used a 40-bit or 104- bit encryption key that must
be manually entered on wireless access points and devices and does not change. TKIP employs a per-packet key,
meaning that it dynamically generates a new 128-bit key for each packet and thus prevents the types of attacks that
compromised WEP. WPA also includes a message integrity check. This is designed to prevent an attacker from
capturing, altering and/or resending data packets. This replaces the cyclic redundancy check (CRC) that was used by
the WEP standard. CRC\\'s main flaw was that it did not provide a sufficiently strong data integrity guarantee for the
packets it handled. Well tested message authentication codes existed to solve these problems, but they required too
much computation to be used on old network cards. WPA uses a message integrity check algorithm called Michael to
verify the integrity of the packets. Michael is much stronger than a CRC, but not as strong as the algorithm used in
WPA2. 

C: WPA even with the added security of MAC filtering is still inherently less secure than WPA2. 

D: CCMP is the standard encryption protocol for use with the WPA2 standard and is much more secure than the TKIP
protocol of WPA. 

References: http://en.wikipedia.org/wiki/CCMP http://en.wikipedia.org/wiki/Wi-Fi_Protected_Access 

 

QUESTION 2

When designing a new network infrastructure, a security administrator requests that the intranet web server be placed in
an isolated area of the network for security purposes. Which of the following design elements would be implemented to
comply with the security administrator\\'s request? 

A. DMZ 

B. Cloud services 
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C. Virtualization 

D. Sandboxing 

Correct Answer: A 

A demilitarized zone (DMZ) is an area of a network that is designed specifically for public users to access. The DMZ is a
buffer network between the public untrusted Internet and the private trusted LAN. Often a DMZ is deployed through the
use of a multihomed firewall. 

Incorrect Answers: 

B: A private cloud is a cloud service within a corporate network and isolated from the Internet. 

The private cloud is for internal use only. 

C: D: Virtualization offers several benefits, such as being able to launch individual instances of servers or services as
needed, real-time scalability, and the ability to run the exact OS version required for a certain application. 

D: Sandboxing is a means of quarantine or isolation. It\\'s implemented to restrict new or otherwise suspicious software
from being able to cause harm to production systems. It can be used against applications or entire OSs. 

References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 37, 38, 39, 250. 

 

QUESTION 3

The concept of rendering data passing between two points over an IP based network impervious to all but the most
sophisticated advanced persistent threats is BEST categorized as which of the following? 

A. Stream ciphers 

B. Transport encryption 

C. Key escrow 

D. Block ciphers 

Correct Answer: B 

Transport encryption is the process of encrypting data ready to be transmitted over an insecure network. A common
example of this would be online banking or online purchases where sensitive information such as account numbers or
credit 

card numbers is transmitted. Transport Layer Security (TLS) is a protocol that ensures privacy between communicating
applications and their users on the Internet. When a server and client communicate, TLS ensures that no third party
may 

eavesdrop or tamper with any message. TLS is the successor to the Secure Sockets Layer (SSL). 

Incorrect Answers: 

A: A stream cipher is used for encrypting data when the size of the data is unknown (such as streaming a movie). The
data is encrypted one bit at a time as it is streamed. RC4 is a commonly used stream cipher. A stream cipher is a
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specific description of something that is used to encrypt a stream of data. It is not a concept of securing data between
two points. 

C: Key escrow is an arrangement in which the keys needed to decrypt encrypted data are held in escrow so that, under
certain circumstances, an authorized third party may gain access to those keys. It is not a concept of securing data
between two points. 

D: A block cipher is used to encrypt a chunk of data (block) before transmitting the data. A block cipher is a specific
description of something that is used to encrypt a block of data. It is not a concept of securing data between two points. 

References: http://en.wikipedia.org/wiki/Transport_Layer_Security Dulaney, Emmett and Chuck Eastton, CompTIA
Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp 249, 250, 262 

 

QUESTION 4

Joe analyzed the following log and determined the security team should implement which of the following as a mitigation
method against further attempts? Host 192.168.1.123 

[00:00:01]Successful Login: 015 192.168.1.123 : local 

[00:00:03]Unsuccessful Login: 022 214.34.56.006 :RDP 192.168.1.124 

[00:00:04]UnSuccessful Login: 010 214.34.56.006 :RDP 192.168.1.124 

[00:00:07]UnSuccessful Login: 007 214.34.56.006 :RDP 192.168.1.124 

[00:00:08]UnSuccessful

 Login: 003 214.34.56.006 :RDP 192.168.1.124 

A. 

Reporting 

B. 

IDS 

C. 

Monitor system logs 

D. 

Hardening 

Correct Answer: D 

 

QUESTION 5

Which of the following would prevent a user from installing a program on a company-owned mobile device? 

A. White-listing 
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B. Access control lists 

C. Geotagging 

D. Remote wipe 

Correct Answer: A 

Application whitelisting is a form of application security which prevents any software from running on a system unless it
is included on a preapproved exception list. 

Incorrect Answers: 

B: Access Control Lists (ACLs) define the level of access logged on users have to resources. It does not prevent users
from installing applications on a device. 

C: Geo-tagging is the process of embedding the GPS coordinates in image files and images taken using a smartphone
or a digital camera. The geotagged information accompanying the image allows anyone to discover the precise location
where the image was taken. 

D: Remote wipe is the process of deleting data on a device in the event that the device is stolen. This is performed over
remote connections such as the mobile phone service or the internet connection and helps ensure that sensitive data is
not accessed by unauthorized people. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
236, 340 Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 236 
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