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QUESTION 1

Sara, a user, downloads a keygen to install pirated software. After running the keygen, system performance is extremely
slow and numerous antivirus alerts are displayed. Which of the following BEST describes this type of malware? 

A. Logic bomb 

B. Worm 

C. Trojan 

D. Adware 

Correct Answer: C 

In computers, a Trojan is a program in which malicious or harmful code is contained inside apparently harmless
programming or data in such a way that it can get control and do its chosen form of damage, such as ruining the file
allocation table on your hard disk. In one celebrated case, a Trojan was a program that was supposed to find and
destroy computer viruses. A Trojan horse may be widely redistributed as part of a computer virus. 

Incorrect Answers: 

A: A logic bomb is a piece of code intentionally inserted into a software system that will set off a malicious function when
specified conditions are met. For example, a programmer may hide a piece of code that starts deleting files should they
ever be terminated from the company. 

B: A computer worm is a standalone malware computer program that replicates itself in order to spread to other
computers. Often, it uses a computer network to spread itself, relying on security failures on the target computer to
access it. Unlike a computer virus, it does not need to attach itself to an existing program. Worms almost always cause
at least some harm to the network, even if only by consuming bandwidth, whereas viruses almost always corrupt or
modify files on a targeted computer. A computer worm is not what is described in this question. Therefore, this answer is
incorrect. 

D: Adware is free software that is supported by advertisements. Common adware programs are toolbars that sit on your
desktop or work in conjunction with your Web browser. They include features like advanced searching of the Web or
your hard drive and better organization of your bookmarks and shortcuts. Adware can also be more advanced programs
such as games or utilities. They are free to use, but require you to watch advertisements as long as the programs are
open. Since the ads often allow you to click to a Web site, adware typically requires an active Internet connection to run.
Most adware is safe to use, but some can serve as spyware, gathering information about you from your hard drive, the
Web sites you visit, or your keystrokes. Spyware programs can then send the information over the Internet to another
computer. So be careful what adware you install on your computer. Make sure it is from a reputable company and read
the privacy agreement that comes with it. Adware is not what is described in this question. Therefore, this answer is
incorrect. 

References: http://searchsecurity.techtarget.com/definition/Trojan-horse http://en.wikipedia.org/wiki/Logic_bomb
http://techterms.com/definition/adware http://en.wikipedia.org/wiki/Computer_worm 

 

QUESTION 2

Pete, a developer, writes an application. Jane, the security analyst, knows some things about the overall application but
does not have all the details. Jane needs to review the software before it is released to production. Which of the
following reviews should Jane conduct? 
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A. Gray Box Testing 

B. Black Box Testing 

C. Business Impact Analysis 

D. White Box Testing 

Correct Answer: A 

Gray box testing, also called gray box analysis, is a strategy for software debugging in which the tester has limited
knowledge of the internal details of the program. A gray box is a device, program or system whose workings are partially
understood. Gray box testing can be contrasted with black box testing, a scenario in which the tester has no knowledge
or access to the internal workings of a program, or white box testing, a scenario in which the internal particulars are fully
known. Gray box testing is commonly used in penetration tests. Gray box testing is considered to be non-intrusive and
unbiased because it does not require that the tester have access to the source code. With respect to internal processes,
gray box testing treats a program as a black box that must be analyzed from the outside. During a gray box test, the
person may know how the system components interact but not have detailed knowledge about internal program
functions and operation. A clear distinction exists between the developer and the tester, thereby minimizing the risk of
personnel conflicts. 

Incorrect Answers: 

B: Black-box testing is a method of software testing that examines the functionality of an application without peering into
its internal structures or workings. This method of test can be applied to virtually every level of software testing: unit, 

integration, system and acceptance. It typically comprises most if not all higher level testing, but can also dominate unit
testing as well. Specific knowledge of the application\\'s code/internal structure and programming knowledge in general
is 

not required. The tester is aware of what the software is supposed to do but is not aware of how it does it. For instance,
the tester is aware that a particular input returns a certain, invariable output but is not aware of how the software 

produces the output in the first place. In this question, the tester has some knowledge of the application. Therefore, this
answer is incorrect. 

C: A Business Impact Analysis is the analysis of the impact an event will have on the business. As an example in terms
of IT, a Business Impact Analysis could describe the effect of a server failure. A Business Impact Analysis is not used
to 

describe the testing of an application. 

Therefore, this answer is incorrect. 

D: White-box testing (also known as clear box testing, glass box testing, transparent box testing, and structural testing)
is a method of testing software that tests internal structures or workings of an application, as opposed to its functionality 

(i.e. black-box testing). In white-box testing an internal perspective of the system, as well as programming skills, are
used to design test cases. The tester chooses inputs to exercise paths through the code and determine the appropriate 

outputs. This is analogous to testing nodes in a circuit, e.g. in-circuit testing (ICT). White-box testing can be applied at
the unit, integration and system levels of the software testing process. Although traditional testers tended to think of
white-

box testing as being done at the unit level, it is used for integration and system testing more frequently today. It can test
paths within a unit, paths between units during integration, and between subsystems during a systemlevel test. In this 
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QUESTION 3

Which of the following is an attack vector that can cause extensive physical damage to a datacenter without physical
access? 

A. CCTV system access 

B. Dial-up access 

C. Changing environmental controls 

D. Ping of death 

Correct Answer: C 

Environmental systems include heating, air conditioning, humidity control, fire suppression, and power systems. All of
these functions are critical to a well-designed physical plant. A computer room will typically require full-time
environmental control. Changing any of these controls (when it was set to its optimum values) will result in damage. 

Incorrect Answers: 

A: Closed Circuit TV (CCTV) surveillance can help lessen the success of unauthorized access attempts. This is an
access control which prevents physical access to a data center. In this case the attack vendor should be one that can
do damage without physical access. 

B: Dial-up access when unauthorized may result in technical damage and not physical damage. 

D: Ping of Death is a Denial of Service attack and involves technical controls and not an attack that results in physical
damages. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, p 378 

 

QUESTION 4

Failure to validate the size of a variable before writing it to memory could result in which of the following application
attacks? 

A. Malicious logic 

B. Cross-site scripting 

C. SQL injection 

D. Buffer overflow 

Correct Answer: D 

 

QUESTION 5
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A program displays: 

ERROR: this program has caught an exception and will now terminate. Which of the following is MOST likely
accomplished by the program\\'s behavior? 

A. Operating system\\'s integrity is maintained 

B. Program\\'s availability is maintained 

C. Operating system\\'s scalability is maintained 

D. User\\'s confidentiality is maintained 

Correct Answer: A 

The purpose of error handling is to maintain the security and integrity of the system. Integrity is compromised when
unauthorized modification occurs. 

Incorrect Answers: 

B: Availability is the process of ensuring that authorized users have access to the data and systems that they require.
Data backups, redundant systems, and disaster recovery plans can be used to support availability, not error and
exception handling. 

C: Scalability is the ability of a system to adapt to increased demand. Error handling does not contribute to a system\\'s
scalability. 

D: Confidentiality is maintained when unauthorized users do not have access to sensitive information. Error and
Exception handling is not related to this. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, p 259,
413-414 
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