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QUESTION 1

Which reliability aspect of information is compromised when a staff member denies having sent a message? 

A. Confidentiality 

B. Integrity 

C. Availability 

D. Correctness 

Correct Answer: B 

 

QUESTION 2

Backup media is kept in the same secure area as the servers. What risk may the organisation be exposed to? 

A. Unauthorised persons will have access to both the servers and backups 

B. Responsibility for the backups is not defined well 

C. After a fire, the information systems cannot be restored 

D. After a server crash, it will take extra time to bring it back up again 

Correct Answer: C 

 

QUESTION 3

What is the purpose of an Information Security policy? 

A. An information security policy makes the security plan concrete by providing the necessary details 

B. An information security policy provides insight into threats and the possible consequences 

C. An information security policy provides direction and support to the management regarding information security 

D. An information security policy documents the analysis of risks and the search for countermeasures 

Correct Answer: C 

 

QUESTION 4

In order to take out a fire insurance policy, an administration office must determine the value of the data that it
manages. 

Which factor is [b]not[/b] important for determining the value of data for an organization? 
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A. The content of data. 

B. The degree to which missing, incomplete or incorrect data can be recovered. 

C. The indispensability of data for the business processes. 

D. The importance of the business processes that make use of the data. 

Correct Answer: A 

 

QUESTION 5

The following are the guidelines to protect your password, except: 

A. Don\\'t use the same password for various company system security access 

B. Do not share passwords with anyone 

C. For easy recall, use the same password for company and personal accounts 

D. Change a temporary password on first log-on 

Correct Answer: BC 
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