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QUESTION 1

What is an example of a non-human threat to the physical environment?
A. Fraudulent transaction

B. Corrupted file

C. Storm

D. Virus

Correct Answer: C

QUESTION 2

You have just started working at a large organization. You have been asked to sign a code of conduct as well as a
contract. What does the organization wish to achieve with this?

A. A code of conduct helps to prevent the misuse of IT facilities.

B. A code of conduct is a legal obligation that organizations have to meet.

C. A code of conduct prevents a virus outbreak.

D. A code of conduct gives staff guidance on how to report suspected misuses of IT facilities.

Correct Answer: A

QUESTION 3

Who is accountable to classify information assets?
A. the CEO

B. the CISO

C. the Information Security Team

D. the asset owner

Correct Answer: D

QUESTION 4
The company Midwest Insurance has taken many measures to protect its information. It uses an Information Security

Management System, the input and output of data in applications is validated, confidential documents are sent in
encrypted form and staff use tokens to access information systems. Which of these is not a technical measure?
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A. Information Security Management System

B. The use of tokens to gain access to information systems
C. Validation of input and output data in applications

D. Encryption of information

Correct Answer: A

QUESTION 5
What is the ISO / IEC 27002 standard?

A. Itis a guide of good practices that describes the control objectives and recommended controls regarding information
security.

B. It is a guide that focuses on the critical aspects necessary for the successful design and implementation of an ISMS
in accordance with ISO / IEC 27001

C. Itis a guide for the development and use of applicable metrics and measurement techniques to determine the
effectiveness of an ISMS and the controls or groups of controls implemented according to ISO / IEC 27001.

Correct Answer: A
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