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QUESTION 1

ISO 27002 provides guidance in the following area 

A. PCI environment scoping 

B. Information handling recommendations 

C. Framework for an overall security and compliance program 

D. Detailed lists of required policies and procedures 

Correct Answer: C 

 

QUESTION 2

What is the best description of a risk analysis? 

A. A risk analysis is a method of mapping risks without looking at company processes. 

B. A risk analysis helps to estimate the risks and develop the appropriate security measures. 

C. A risk analysis calculates the exact financial consequences of damages. 

Correct Answer: B 

 

QUESTION 3

You are the owner of the courier company SpeeDelivery. You have carried out a risk analysis and now want to
determine your risk strategy. You decide to take measures for the large risks but not for the small risks. What is this risk
strategy called? 

A. Risk bearing 

B. Risk avoiding 

C. Risk neutral 

D. Risk passing 

Correct Answer: C 

 

QUESTION 4

The company Midwest Insurance has taken many measures to protect its information. It uses an Information Security
Management System, the input and output of data in applications is validated, confidential documents are sent in
encrypted form and staff use tokens to access information systems. Which of these is not a technical measure? 

A. Information Security Management System 
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B. The use of tokens to gain access to information systems 

C. Validation of input and output data in applications 

D. Encryption of information 

Correct Answer: A 

 

QUESTION 5

What sort of security does a Public Key Infrastructure (PKI) offer? 

A. It provides digital certificates that can be used to digitally sign documents. Such signatures irrefutably determine from
whom a document was sent. 

B. Having a PKI shows customers that a web-based business is secure. 

C. By providing agreements, procedures and an organization structure, a PKI defines which person or which system
belongs to which specific public key. 

D. A PKI ensures that backups of company data are made on a regular basis. 

Correct Answer: D 
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