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QUESTION 1

The company Midwest Insurance has taken many measures to protect its information. It uses an Information Security
Management System, the input and output of data in applications is validated, confidential documents are sent in
encrypted form and staff use tokens to access information systems. Which of these is not a technical measure?

A. Information Security Management System

B. The use of tokens to gain access to information systems
C. Validation of input and output data in applications

D. Encryption of information

Correct Answer: A

QUESTION 2

Which of these control objectives are NOT in the domain "12. OPERATIONAL SAFETY"?
A. Protection against malicious code

B. Redundancies

C. Test data

D. Technical vulnerability management

Correct Answer: B

QUESTION 3

Who is authorized to change the classification of a document?
A. The author of the document

B. The administrator of the document

C. The owner of the document

D. The manager of the owner of the document

Correct Answer: C

QUESTION 4

Of the following, which is the best organization or set of organizations to contribute to compliance?

A. IT only
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B. IT, business management, HR and legal
C. IT and management
D. IT and legal

Correct Answer: B

QUESTION 5

What is the objective of classifying information?

A. Authorizing the use of an information system

B. Creating a label that indicates how confidential the information is

C. Defining different levels of sensitivity into which information may be arranged
D. Displaying on the document who is permitted access

Correct Answer: C
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