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QUESTION 1

Which is a legislative or regulatory act related to information security that can be imposed upon all organizations? 

A. ISO/IEC 27001:2005 

B. Intellectual Property Rights 

C. ISO/IEC 27002:2005 

D. Personal data protection legislation 

Correct Answer: D 

 

QUESTION 2

Who is accountable to classify information assets? 

A. the CEO 

B. the CISO 

C. the Information Security Team 

D. theasset owner 

Correct Answer: D 

 

QUESTION 3

What is the ISO / IEC 27002 standard? 

A. It is a guide of good practices that describes the controlobjectives and recommended controls regarding information
security. 

B. It is a guide that focuses on the critical aspects necessary for the successful design and implementation of an ISMS
in accordance with ISO / IEC 27001 

C. It is a guide for the development and use of applicable metrics and measurement techniques to determine the
effectiveness of an ISMS and the controls or groups of controls implemented according to ISO / IEC 27001. 

Correct Answer: A 

 

QUESTION 4

What is an example of a good physical security measure? 

A. All employees and visitors carry an access pass. 
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B. Printers that are defective or have been replacedare immediately removed and given away as garbage for recycling. 

C. Maintenance staff can be given quick and unimpeded access to the server area in the event of disaster. 

Correct Answer: A 

 

QUESTION 5

What should be used to protect data on removable media ifdata confidentiality or integrity are important considerations? 

A. backup on another removable medium 

B. cryptographic techniques 

C. a password 

D. logging 

Correct Answer: B 
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