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QUESTION 1

Select the controls that correspond to thedomain "9. ACCESS CONTROL" of ISO / 27002 (Choose three)
A. Restriction of access to information

B. Return of assets

C. Management of access rights with special privileges

D. Withdrawal or adaptation of access rights

Correct Answer: ABD

QUESTION 2

What is the best way to comply with legislation and regulations for personal data protection?
A. Performing a threat analysis

B. Maintaining an incident register

C. Performing a vulnerability analysis

D. Appointing the responsibility to someone

Correct Answer: D

QUESTION 3
What is the ISO / IEC 27002 standard?

A. Itis a guide of good practices that describes the controlobjectives and recommended controls regarding information
security.

B. It is a guide that focuses on the critical aspects necessary for the successful design and implementation of an ISMS
in accordance with ISO / IEC 27001

C. Itis a guide for the development and use of applicable metrics and measurement techniques to determine the
effectiveness of an ISMS and the controls or groups of controls implemented according to ISO / IEC 27001.

Correct Answer: A

QUESTION 4

A company moves into a new building. A few weeks after the move, a visitor appears unannounced in the office of the
director. An investigation shows that visitors passes grant the same access as the passes of the company\\'s staff.
Which kind of security measure could have prevented this?
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A. physical security measure
B. An organizational security measure
C. A technical security measure

Correct Answer: A

QUESTION 5
What sort of security does a Public Key Infrastructure (PKI) offer?

A. It provides digital certificates that can be used to digitally signdocuments. Such signatures irrefutably determine from
whom a document was sent.

B. Having a PKI shows customers that a web-based business is secure.

C. By providing agreements, procedures and an organization structure, a PKI defines which person or which system
belongs to which specific public key.

D. A PKI ensures that backups of company data are made on a regular basis.

Correct Answer: D
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