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QUESTION 1

The information security manager is writing the Information Security Management System (ISMS) documentation. The
controls that are to be implemented must be described in one of the phases of the Plan-Do-Check-Act (PDCA) cycle of
the ISMS. 

In which phase should these controls be described? 

A. Plan 

B. Do 

C. Check 

D. Act 

Correct Answer: A 

 

QUESTION 2

What is a key item that must be kept in mind when designing an enterprise-wide information security program? 

A. When defining controls follow an approach and framework that is consistent with organizational culture 

B. Determine controls in the light of specific risks an organization is facing 

C. Put an enterprise-wide network and Host-Based Intrusion Detection and Prevention System (Host-Based IDPS) into
place as soon as possible 

D. Put an incident management and log file analysis program in place immediately 

Correct Answer: B 

 

QUESTION 3

An experienced security manager is well aware of the risks related to communication over the internet. She also knows
that Public Key Infrastructure (PKI) can be used to keep e- mails between employees confidential. 

Which is the main risk of PKI? 

A. The Certificate Authority (CA) is hacked. 

B. The certificate is invalid because it is on a Certificate Revocation List. 

C. The users lose their public keys. 

D. The HR department wants to be a Registration Authority (RA). 

Correct Answer: A 
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QUESTION 4

When should information security controls be considered? 

A. After the risk assessment 

B. As part of the scoping meeting 

C. At the kick-off meeting 

D. During the risk assessment work 

Correct Answer: A 

 

QUESTION 5

What is the main reason to use a firewall to separate two parts of your internal network? 

A. To control traffic intensity between two network segments 

B. To decrease network loads 

C. To enable the installation of an Intrusion Detection System 

D. To separate areas with different confidentiality requirements 

Correct Answer: D 
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