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QUESTION 1

A security manager for a large company has the task to achieve physical protection for corporate data stores.
Through which control can physical protection be achieved?

A. Having visitors sign in and out of the corporate datacenter

B. Using a firewall to prevent access to the network infrastructure

C. Using access control lists to prevent logical access to organizational infrastructure

D. Using key access controls for employees needing access

Correct Answer: D

QUESTION 2

Who should be asked to check compliance with the information security policy throughout the company?
A. Internal audit department

B. External forensics investigators

C. The same company that checks the yearly financial statement

Correct Answer: B

QUESTION 3

The ambition of the security manager is to certify the organization against ISO/IEC 27001. What is an activity in the
certification program?

A. Formulate the security requirements in the outsourcing contracts

B. Implement the security baselines in Secure Systems Development Life Cycle (SecSDLC)
C. Perform a risk assessment of the secure internet connectivity architecture of the datacenter
D. Produce a Statement of Applicability based on risk assessments

Correct Answer: D

QUESTION 4

The information security architect of a large service provider advocates an open design of the security architecture, as
opposed to a secret design.

What is her main argument for this choice?
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A. Open designs are easily configured.
B. Open designs have more functionality.
C. Open designs are tested extensively.

Correct Answer: C

QUESTION 5

An employee has worked on the organizational risk assessment. The goal of the assessment is not to bring residual
risks to zero, but to bring the residual risks in line with an organization\\'s risk appetite.

When has the risk assessment program accomplished its primary goal?
A. Once the controls are implemented
B. Once the transference of the risk is complete

C. When decision makers have been informed of uncontrolled risks and proper authority groups decide to leave the
risks in place

D. When the risk analysis is completed

Correct Answer: C
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