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QUESTION 1

In a company the IT strategy is migrating towards a Service Oriented Architecture (SOA) so that migrating to the cloud
is better feasible in the future. The security architect is asked to make a first draft of the security architecture. 

Which elements should the security architect draft? 

A. Management and control of the security services 

B. The information security policy, the risk assessment and the controls in the security services 

C. Which security services are provided and in which supporting architectures are they defined 

Correct Answer: C 

 

QUESTION 2

Which security item is designed to take collections of data from multiple computers? 

A. Firewall 

B. Host-Based Intrusion Detection and Prevention System (Host-Based IDPS) 

C. Network-Based Intrusion Detection and Prevention System (Network-Based IDPS) 

D. Virtual Private Network (VPN) 

Correct Answer: C 

 

QUESTION 3

A security manager just finished the final copy of a risk assessment. This assessment contains a list of identified risks
and she has to determine how to treat these risks. 

What is the best option for the treatment of risks? 

A. Begin risk remediation immediately as the organization is currently at risk 

B. Decide the criteria for determining if the risk can be accepted 

C. Design appropriate controls to reduce the risk 

D. Remediate the risk regardless of cost 

Correct Answer: B 

 

QUESTION 4

The information security manager is writing the Information Security Management System (ISMS) documentation. The
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controls that are to be implemented must be described in one of the phases of the Plan-Do-Check-Act (PDCA) cycle of
the ISMS. 

In which phase should these controls be described? 

A. Plan 

B. Do 

C. Check 

D. Act 

Correct Answer: A 

 

QUESTION 5

An experienced security manager is well aware of the risks related to communication over the internet. She also knows
that Public Key Infrastructure (PKI) can be used to keep e- mails between employees confidential. 

Which is the main risk of PKI? 

A. The Certificate Authority (CA) is hacked. 

B. The certificate is invalid because it is on a Certificate Revocation List. 

C. The users lose their public keys. 

D. The HR department wants to be a Registration Authority (RA). 

Correct Answer: A 
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