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QUESTION 1

An experienced security manager is well aware of the risks related to communication over the internet. She also knows
that Public Key Infrastructure (PKI) can be used to keep e- mails between employees confidential.

Which is the main risk of PKI?

A. The Certificate Authority (CA) is hacked.

B. The certificate is invalid because it is on a Certificate Revocation List.
C. The users lose their public keys.

D. The HR department wants to be a Registration Authority (RA).

Correct Answer: A

QUESTION 2

An information security officer is asked to write a retention policy for a financial system. She is aware of the fact that
some data must be kept for a long time and other data must be deleted.

Where should she look for guidelines first?
A. In company policies

B. In finance management procedures

C. In legislation

Correct Answer: C

QUESTION 3

Who should be asked to check compliance with the information security policy throughout the company?
A. Internal audit department

B. External forensics investigators

C. The same company that checks the yearly financial statement

Correct Answer: B

QUESTION 4

Security monitoring is an important control measure to make sure that the required security level is maintained. In order
to realize 24/7 availability of the service, this service is outsourced to a partner in the cloud.
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What should be an important control in the contract?

A. The network communication channel is secured by using encryption.

B. The third party is certified against ISO/IEC 27001.

C. The third party is certified for adhering to privacy protection controls.

D. Your IT auditor has the right to audit the external party\\'s service management processes.

Correct Answer: D

QUESTION 5

What is the main reason to use a firewall to separate two parts of your internal network?
A. To control traffic intensity between two network segments

B. To decrease network loads

C. To enable the installation of an Intrusion Detection System

D. To separate areas with different confidentiality requirements

Correct Answer: D
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