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QUESTION 1

What is the benefit of installing a wild card certificate for captive portal authentication?

A. Wild card certificates provide greater security than normal certificates.

B. Allows different certificates for each controller for increased security.

C. Guests no longer are required to validate certificates during captive portal.

D. Allows the single wild card certificate to be installed on all controllers in the environment.

Correct Answer: D

QUESTION 2
Which option supports DHCP profiling for devices in a network?

A. DHCP profiling is enabled on ClearPass by default; configuration of DHCP relay on the Network Access Device
(NAD) is not required.

B. Configuring DHCP relay on ClearPass in order to allow the client to receive DHCP after being profiled.
C. Enabling the DHCP server to profile endpoints and forward the meta-data to ClearPass.
D. Enabling DHCP relay on Network Access Devices (NADs) to forward DHCP requests to ClearPass.

Correct Answer: AD

QUESTION 3

Refer to the exhibit.
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Summary m Authentication Roles Enforcement

Type: Aruba 802.1X Wireless .

Name: Test_Service

Description: Aruba 802.1X Wireless Access Service

Monitor Mode: Enable to monitor network access without enforcement
More Options: Authorization Posture Compliance Audit End-hosts

Profile Endpoints Accounting Proxy
Service Rule
Matches ( ) ANY or (e ALL of the following conditions:

Type Name Operator Value
1. RadiusIETF NAS-Port-Type EQUALS Wireless-802.11 (19)
2. RadiusIETF Service-Type BELONGS_TO Login-User (1), Framed
3. Radius:Aruba Aruba-Essid-Name  EXISTS _
4. Radius:Aruba Aruba-Essid-Name EQUALS CORP
5. Click to add...

Which user authentication request will match the service rules of the Policy Service shown?
A. a wireless user connection would fail because of miss-configured service rules

B. a wireless user connected to any SSID named "CORP"

C. a wireless user connecting to any SSID on an Aruba Controller

D. a wireless user connecting to an Aruba IAP on the SSID "CORP"

Correct Answer: D

QUESTION 4
What are benefits of using Network Device Groups in ClearPass? (Choose two.)
A. Network Access Devices (NADs) only require Aruba factory installed certificates to join a Network Device Group.

B. Allows Service selection rules to match based upon which Network Device Group the Network Access Device (NAD)
belongs to.

C. A Network Access Device is must be discovered by ClearPass prior to be added to a Network Device Group.
D. Another way to add a customizable "attribute” field to reference when processing authentication requests.

E. Can apply to both Network Access Devices (NADs) as well as client machines as a way to filter authentication
requests.

Correct Answer: AD
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QUESTION 5

When using Guest Authentication with MAC Caching service template, which statements are true? (Choose two.)
A. The guest authentication is provided better security than without using MAC caching.

B. The endpoint status of the client will be treated as "known" the first time the client associates to the network.
C. Which wireless SSID and wireless controller must be indicated when configuring the template.

D. The client will be required to re-enter their credentials even if still within the MAC-Auth Expiry term.

Correct Answer: AC
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