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QUESTION 1
Aruba self-registration with sponsorship is a solution best applied to which type of network?

A. a large corporate environment with hundreds of contractors requiring wireless access to printers and internet but no
other guest access is allowed

B. a chain of auto part stores where employees are assigned mobile devices using a Mobile Device Manager (MDM)
and public wireless is available for customers

C. a hotel where hundreds of guests are checked in and out of the building daily that may want access to wireless
internet

D. a chain of coffee shops using in a public downtown area with a high amount of guest turnover needing access to
public wireless

Correct Answer: A

QUESTION 2

Refer to the exhibit.

Web Login (Guest Network)
Use this form to make changes to the Web Login Guest Network.

Web Login Editor

Guest Metwork

* Name: °C
Enter a name for this web login page.
arubalogin
Page Name: Enter a page nam
The web login will be accessible from "/gusst/page_name.phg”
Description:
Comments or descriptive text about the web legm.
*
Vendor | Auba Metworks bt
Settings: Select a predefined group of settings suitable for standard network configurations.

Cuntroller lmllated —Guest browser perfnrms HTTP form submit E[

Legin Method:

* address: securelogin.arubanetworks.com

Enter the IP address o- hostname of the vendor’s product here.

Use vendor default B

elect a security opbion to apply to the wab login process.

Secure Login:

(| T'he controller will send the IP to submit credentials

-controller depioyments, it is cften required to post cradentials to different addrasses made available as part of the

Dynamic Address:

wil be used whenever the parameter is not available or fails the requirements below.

Where will the guests browser be redirected during a captive portal login attempt?
A. The redirect will time out and fail to resolve.

B. The captive portal page hosted on Aruba Central in the cloud.
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C. The captive portal page hosted on the Aruba controller.
D. The captive portal page hosted on ClearPass.

Correct Answer: B

QUESTION 3

A customer is setting up Guest access with ClearPass. They are considering using 802.1X for both the Employee
network and the Guest network.

What are two issues the customer may encounter when deploying 802.1X with the Guest network? (Choose two.)
A. ClearPass will not be able to enforce individual Access Control policies.

B. difficult to maintain in an environment with a large number of transient guest users.

C. the lack of encryption during the authentication process.

D. Guests will not be able to be uniquely identified.

E. the high level of complexity for users to join the guest network.

Correct Answer: BE

QUESTION 4
What are benefits of using Network Device Groups in ClearPass? (Choose two.)
A. Network Access Devices (NADs) only require Aruba factory installed certificates to join a Network Device Group.

B. Allows Service selection rules to match based upon which Network Device Group the Network Access Device (NAD)
belongs to.

C. A Network Access Device is must be discovered by ClearPass prior to be added to a Network Device Group.
D. Another way to add a customizable "attribute" field to reference when processing authentication requests.

E. Can apply to both Network Access Devices (NADs) as well as client machines as a way to filter authentication
requests.

Correct Answer: AD

QUESTION 5
An organization has configured guest self-registration with internal sponsorship.

Which options can be configured to send guest users their credentials outside of the initial login web-page? (Choose
two.)

A. Configure a Simple Mail Transport Protocol (SMTP) server in ClearPass Policy Manager administration.
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B. Configure a Simple Mail Transport Protocol (SMTP) server in ClearPass Guest administration.

C. Configure a Short Message Service (SMS) Gateway in ClearPass Policy Manager administration.

D. Configure a Short Message Service (SMS) Gateway under ClearPass Guest configuration.

E. Configure the self-registration page for the guest to receive a Simple Mail Transport Protocol (SMTP) receipt.
Correct Answer: AE

Reference: https://www.arubanetworks.com/techdocs/ClearPass/6.7/Guest/PDFs/Guest_User_Guide.pdf
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