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QUESTION 1

A customer is setting up Guest access with ClearPass. They are considering using 802.1X for both the Employee
network and the Guest network.

What are two issues the customer may encounter when deploying 802.1X with the Guest network? (Choose two.)
A. ClearPass will not be able to enforce individual Access Control policies.

B. difficult to maintain in an environment with a large number of transient guest users.

C. the lack of encryption during the authentication process.

D. Guests will not be able to be uniquely identified.

E. the high level of complexity for users to join the guest network.

Correct Answer: BE

QUESTION 2

Which actions are necessary to set up a ClearPass guest captive portal web login page to execute with no errors?
(Choose two.)

A. Configure the vendor settings in the Web Login page to match the Network Access Device (NAD).
B. Install a publicly signed HTTPS certificate in ClearPass and the Network Access Device (NAD).
C. Install an enterprise Certificate Authority (CA) signed HTTPS certificate in the Network Access Device (NAD).

D. Install an enterprise Certificate Authority (CA) signed HTTPS certificate in ClearPass and the Network Access Device
(NAD).

E. Configure the vendor settings in the Network Access Device (NAD) to match the web login page.

Correct Answer: BE

QUESTION 3

What needs to be configured for ClearPass use an enforcement rule base on client Data Cap?
A. Enable Logging of Accounting Start-Stop packets.

B. Interim Accounting on the Network Access Device (NAD).

C. Make sure the Endpoint Profiling is configured.

D. Enable Active Sessions in ClearPass Guest

Correct Answer: B
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QUESTION 4

Which fingerprint collectors can help to distinguish between an iPhone and an iPad? (Choose two.)
A. SNMP

B. IF-MAP

C. MAC OUI

D. TCP header capture

E. HTTP

Correct Answer: BC

QUESTION 5

What is the purpose of service rules in ClearPass?
A. selects the Enforcement Profiles used in a service
B. selects the Service to process a request

C. selects the Authentication Source for the client

D. selects the Posture Policy used with OnGuard

Correct Answer: C
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