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QUESTION 1

Which Authorization Source supports device profile enforcement?
A. Local User Repository

B. OnGuard Repository

C. Endpoints Repository

D. Guest User Repository

Correct Answer: A

QUESTION 2

What is the significance of using the [Allow ALL MAC AUTH] as an Authentication Method for Guests?
A. Client attempts will fail without an additional Authentication method applied.

B. All clients with unknown endpoints will be granted guest access regardless of authorization.

C. All clients with known endpoints will be granted guest access regardless of authorization.

D. This removes the reliance on the known or unknown status for MAC authentication.

Correct Answer: D

Reference: https://www.arubanetworks.com/techdocs/Instant_83_WebHelp/Content/Instant_UG/Authentication/Authenti
cationMethods.htm

QUESTION 3

ClearPass receives fingerprinting profile data for a client device that is based on MAC OUI, NMAP, DHCP, and
OnGuard. Which fingerprint or fingerprints are used?

A. NMAP because it is actively obtained

B. The last fingerprint gathered

C. OnGuard because it is application based
D. All fingerprints are applied

Correct Answer: A

Reference: https://www.catelsys.eu/images/Catelsys/images/2017/04/0-Notices-
ClearPass_Policy_Manager_User_Guide-1.pdf
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QUESTION 4
Aruba self-registration with sponsorship is a solution best applied to which type of network?

A. a large corporate environment with hundreds of contractors requiring wireless access to printers and internet but no
other guest access is allowed

B. a chain of auto part stores where employees are assigned mobile devices using a Mobile Device Manager (MDM)
and public wireless is available for customers

C. a hotel where hundreds of guests are checked in and out of the building daily that may want access to wireless
internet

D. a chain of coffee shops using in a public downtown area with a high amount of guest turnover needing access to
public wireless

Correct Answer: A

QUESTION 5

Refer to the exhibit.

Summary m Authentication Roles Enforcement

Type: Aruba 802.1X Wireless -

Name: Test_Service

Description: Aruba 802.1X Wireless Access Service

Monitor Mode: Enable to monitor network access without enforcement
More Options: Authorization Posture Compliance Audit End-hosts

Profile Endpoints Accounting Proxy
Service Rule

Matches ( ) ANY or (®) ALL of the following conditions:

Type Name Operator Value
1. RadiusIETF NAS-Port-Type EQUALS Wireless-802.11 (19)
2. RadiusIETF Service-Type BELONGS_TO Login-User (1), Framed
3. Radius:Aruba Aruba-Essid-Name  EXISTS _
4. Radius:Aruba Aruba-Essid-Name EQUALS CORP
5. Click to add...

Which user authentication request will match the service rules of the Policy Service shown?
A. a wireless user connection would fail because of miss-configured service rules
B. a wireless user connected to any SSID named "CORP"

C. a wireless user connecting to any SSID on an Aruba Controller
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D. a wireless user connecting to an Aruba IAP on the SSID "CORP"

Correct Answer: D
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