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QUESTION 1

Which ClearPass fingerprint collectors are valid for active profiling of endpoints? (Choose two.) 

A. HTTP user agents 

B. IF-MAP 

C. DHCP fingerprinting 

D. NMAP 

E. SNMP 

Correct Answer: AE 

 

QUESTION 2

What services are recommended to be allowed by the pre-authenticated role assigned to the Client during the Captive
Portal process? (Choose three.) 

A. DHCP options 43 and 150 

B. RADIUS to ClearPass 

C. HTTPS to ClearPass 

D. HTTPS to the Internet 

E. DHCP address assignment 

F. DNS resolution 

Correct Answer: CEF 

 

QUESTION 3

What is a good collector type used for ClearPass to discover devices with static IP addresses? 

A. DHCP Collectors 

B. ClearPass Air Monitors 

C. Active Collectors 

D. Network Functions 

Correct Answer: D 

Reference: https://www.arubanetworks.com/techdocs/ClearPass/6.7/PolicyManager/Content/CPPM_UserGuide/PolicyP
rofile/Collectors.htm 
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QUESTION 4

An organization wants guests to be able to create their own guest accounts for access to the public WLAN. Guests do
not want to have to repeatedly log in multiple times through the day. 

Which ClearPass feature can meet these requirements? 

A. ClearPass Onboard Portal. 

B. Guest access with Media Access Control (MAC) caching. 

C. Enforcement based on endpoint profiling. 

D. Guest self-registration with sponsor approval. 

Correct Answer: A 

 

QUESTION 5

Which must be taken into account if a customer wants to use the DHCP collector with 802.1X authentication? 

A. When a client sends an authentication request to ClearPass, the profiler will also gather DHCP information. 

B. Because DHCP fingerprinted is a Layer-3 function, it cannot be used with an 802.1X authentication service. 

C. The client needs to connect to an open network first to be profiled, then shifted to the secure 802.1x network. 

D. The client needs to be granted limited access before the enforcement policy can take into account the device type. 

Correct Answer: A 
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