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QUESTION 1

Which must be taken into account if a customer wants to use the DHCP collector with 802.1X authentication?

A. When a client sends an authentication request to ClearPass, the profiler will also gather DHCP information.

B. Because DHCP fingerprinted is a Layer-3 function, it cannot be used with an 802.1X authentication service.

C. The client needs to connect to an open network first to be profiled, then shifted to the secure 802.1x network.

D. The client needs to be granted limited access before the enforcement policy can take into account the device type.

Correct Answer: A

QUESTION 2

What is a good collector type used for ClearPass to discover devices with static IP addresses?
A. DHCP Collectors

B. ClearPass Air Monitors

C. Active Collectors

D. Network Functions

Correct Answer: D

Reference: https://www.arubanetworks.com/techdocs/ClearPass/6.7/PolicyManager/Content/ CPPM_UserGuide/PolicyP
rofile/Collectors.htm

QUESTION 3

What are "known" endpoints in ClearPass?

A. "Known" endpoints have be fingerprinted to determine their operating system and manufacturer.

B. These are endpoints whose beacons have been detected but have never completed authentication.
C. The label "Known" indicates rogue endpoints labeled as "friendly" or "ignore".

D. "Known" endpoints can be authenticated based on MAC address to bypass the captive portal login.

Correct Answer: D

QUESTION 4

What is the benefit of installing a wild card certificate for captive portal authentication?
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A. Wild card certificates provide greater security than normal certificates.

B. Allows different certificates for each controller for increased security.

C. Guests no longer are required to validate certificates during captive portal.

D. Allows the single wild card certificate to be installed on all controllers in the environment.

Correct Answer: D

QUESTION 5

Which authentication method requires a client certificate?
A. EAP-TLS

B. Guest self-registration

C. PEAP

D. MAC Authentication

Correct Answer: A
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