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QUESTION 1

Refer to the Endpoint in the screenshot. 

What are possible ways that it was profiled? (Choose two.) 

A. Exchange Plugging agent 

B. NAD ARP listening handler 

C. 3rd part MDM 

D. DNS fingerprinting 

E. Cisco Device Sensor 

Correct Answer: BC 

 

QUESTION 2

When is it appropriate to use the built-in Local user database in ClearPass? 

A. In a public-facing guest network environment where the guests are prompted to self-register. 

B. In small-business environments where the user accounts rarely change and new accounts are uncommon. 

C. In a hospitality deployment for guest accounts created and managed by staff. 

D. In a large campus environment where Students and Contractors account for 35.000 entries that change weekly. 

Correct Answer: D 

Reference: https://www.arubanetworks.com/techdocs/ArubaOS_61/ArubaOS_61_CLI/local-userdb.htm 
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QUESTION 3

DRAG DROP 

Match the ClearPass system description to the best term. Options are used only once. 

Select and Place: 

Correct Answer: 
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QUESTION 4

Which is true regarding the Cisco Device Sensor feature in ClearPass? (Choose two.) 

A. Forwards DHCP and HTTP user-agent info to ClearPass using Control and Datagram Transport Layer Security
(DTLS) encapsulation. 

B. Requires the purchase of a supported Cisco Access Point licensed as an Aruba Monitor Mode AP, to then act as the
sensor. 

C. Forwards DHCP and HTTP user-agent info to ClearPass using RADIUS accounting packets. 

D. Gathers raw endpoint data from Cisco Discovery Protocol (CDP) and Link Layer Discovery Protocol (LLDP). 

E. Requires a Cisco Smart Net license to be installed on the Network Access Device (NAD) utilizing the feature. 

Correct Answer: DE 

 

QUESTION 5

What is RADIUS Change of Authorization (CoA)? 

A. It is a mechanism that enables ClearPass to assigned a User-Based Tunnel (UBT) between a switch and controller
for Dynamic Segmentation. 

B. It allows clients to issue a privilege escalation request to ClearPass using RADIUS to switch to TACACS+. 

C. It allows ClearPass to transmit messages to the Network Attached Device/Network Attached Server (NAD/NAS) to
modify a user\\'s session status. 

D. It forces the client to re-authenticate upon roaming to an access point controlled by a foreign mobility controller. 

Correct Answer: C 
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