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QUESTION 1
Refer to the exhibit.

Web Login (Guest Network)
Use this form to make changes to the Web Login Guest Network.

Web Login Editor

Guest Network

* Name: Lo
Enter a name for this web login page.
arubalagin
Page Name: Enter a page name for this web logn.
The web login will be accessible from "/guest/page_name.php
Description:
Comments or descriptive text about the web logm.
*
Vendor | Auba Metworks >
Settings: Select a predefined group of settings suitable for standard network configurations.
Controller-initiated — Guest browser performs HTTP form submit E[
Login Method: | sajsct how the user's network login will be handled
Server-inthated logins reguire the user’'s MAC address to be available, usually from the captive portal redirection process
* address; (secturelogin.arubanetworks.com .
Enter the 1P address o hostname of the vendor’s product here.
Secure Login: Use vendor default E
Select @ security ophion to apply to the web login process.

[l The controller will send the IP to submit credentials

In multi-controller deployments, it is often required to post credentials to differant addrasses made available as part of the

Dynamic Address: -

ornginal ne-GIrecnon.

The address above wil be used wheneverthe parameter 15 not availlable or fails the reguirements below.

Where will the guests browser be redirected during a captive portal login attempt?
A. The redirect will time out and fail to resolve.

B. The captive portal page hosted on Aruba Central in the cloud.

C. The captive portal page hosted on the Aruba controller.

D. The captive portal page hosted on ClearPass.

Correct Answer: B

QUESTION 2
Aruba self-registration with sponsorship is a solution best applied to which type of network?

A. a large corporate environment with hundreds of contractors requiring wireless access to printers and internet but no
other guest access is allowed

B. a chain of auto part stores where employees are assigned mobile devices using a Mobile Device Manager (MDM)
and public wireless is available for customers

C. a hotel where hundreds of guests are checked in and out of the building daily that may want access to wireless
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internet

D. a chain of coffee shops using in a public downtown area with a high amount of guest turnover needing access to
public wireless

Correct Answer: A

QUESTION 3

Refer to the exhibit.

ClearPass Policy Manager

Configuration > Authentication > Sources > Add - Remaote Lab AD

Authentication Sources - Remote Lab AD

Summary GEI‘IEI'al Primary Attributes Backup 1 Backup 2

Name: Remote Lab AD
Description:
A
Type: Active Directory
Use for Authorization: Enable to use this Authentication Source to also fetch role mapping attributes
Authorization Sources:
Remove
View Details
-- Select -- H
Server Timeout: 10 seconds
Cache Timeout: 36000 | seconds
Backup Servers Priority: Backup 1 Move Up
Backup 2 Move Down

Add Backup

A client is attempting to authenticate using their Windows account with a bad password. If the Remote Lab AD server is
down for maintenance, what will be the expected result?

A. ClearPass receives a timeout attempt when trying the Remote Lab AD server first. It will then try the server Backup 1
and receive a result of Active Directory Authentication failed. No further processing will occur.

B. ClearPass try either server Backup 1 or Backup 2 depending on which has responded the fastest in prior attempts to
authenticate ClearPass will then receive a result of Active Directory Authentication failed. No further processing will

occur.

C. ClearPass receives a timeout attempt when trying the Remote Lab AD server first. It will then try the server Backup 1
and Backup 2; both will send a result authentication failed.

D. ClearPass receive a timeout attempt when trying the Remote Lab AD server first. No further processing will occur
until the Remote Lab AD server is marked as "Down" by the Administrator.

Correct Answer: A
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QUESTION 4

Refer to the exhibit.

Enforcement Policies - Corp SSID Access

Enforcement Rules

Enforcement:

Name: Corp SSID Access
Description:

Enforcement Type: RADIUS

Default Profile: Allow Internet Only Access
Rules:

Rules Evaluation Algorithm: First applicable

Conditions Actions

1. (Tips:Role employee) Allow Full Access

2. (Tips:Role | [Contractor]) Corp Secure Contractor

3. (Tips:Role Corp BYOD) Secure Corp BYOD Access

Configuration > Identity > Local Users

Local Users

Filter: | Role - contains employee b Clear Filter
e | UserIDA Name Role
1. | [] john john [Employee]
2. || mike mike [Employee]
3. [ neil neil [Employee]

Showing 1-3 of 3

What will be the enforcement for the user "neil"?
A. Allow Full Access

B. Secure Corp BYOD Access

C. Allow Internet Only Access

D. Corp Secure Contractor

Correct Answer: A

QUESTION 5
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Which fingerprint collectors can help to distinguish between an iPhone and an iPad? (Choose two.)
A. SNMP

B. IF-MAP

C. MAC OUI

D. TCP header capture

E. HTTP

Correct Answer: BC
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