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QUESTION 1

Refer to the exhibit: 

A customer has configured Onboard and Windows devices work as expected but cannot get the Apple iOS devices to
Onboard successfully. Where would you look to troubleshoot the Issued (Select two) 

A. Check if the ClearPass HTTPS server certificate installed in the server is issued by a trusted commercial certificate
authority. 

B. Check if the customer installed the internal PKl Root certificate presented by the ClearPass during the provisioning
process. 

C. Check if a DNS entry is available for the ClearPass hostname in the certificate, resolvable from the DNS server
assigned to the client. 

D. Check if the customer has Instated a custom HTTPS certificate for IDS and another internal PKl HTTPS certificate for
other devices. 
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E. Check if the customer has installed the same internal PKl signed RADIUS server certificate as the HTTPS server
certificate. 

Correct Answer: AC 

 

QUESTION 2

A customer has a ClearPass cluster deployment with four servers, two servers at the data center and two servers at a
large remote site connected over an SD-WAN solution The customer would like to implement OnGuard, Guest Self-
Registration, and 802.1x authentication across their entire environment. During testing the customer is complaining that
users connecting to an Instant Cluster Employee SSID at the remote site, with the OnGuard Persistent Agent installed
are randomly getting their health check missed. What could be a possible cause of this behavior? 

A. The OnGuard Clients are automatically mapped to the Policy Manager Zone based on their IP range but an ACL on
the switch could be blocking access. 

B. The traffic on the TCP port 6658 is congested due to the fact that this port is also used by the IPsec keep-alive
packets of the SD-WAN solution. 

C. The ClearPass Policy Manager zones have been defined but the local IP sub-nets have not been property mapped to
the zones and the OnGuard Agent might connect to any of the servers in the cluster. 

D. The Aruba-user-role received by the IAP is filtering the TCP port 6658 to the ClearPass servers and after 10 seconds
the SSL fallback gets activated and randomly generates the issue. 

Correct Answer: D 

 

QUESTION 3

Refer to the exhibit: You configured a new Wireless 802.1X service for a Cisco WLC broadcasting the Secure-
ADM-5007 SSID. The client falls to connect to the SSID. Using the screenshots as a reference, how would you fix this
issue? (Select two.) 
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A. Update the service condition Radius:IETF Called-Station-ld CONTAINS secure-adm-5007 

B. Make sure that the Network Devices entry for the Cisco WLC has a vendor setting of "Airspace" 

C. Remove the service condition Radius:lETF Service-Type BELONGSJTO Login-User (1). 2. 8 

D. Change the service condition to Radius:lETF Calling-Station-ld EQUALS Secure-ADM-5007 

Correct Answer: AC 

 

QUESTION 4

Refer to the exhibit: 
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A customer has just configured a Posture Policy and the T2-Healthcheck Service. Next they installed the 

OnGuard Agent on Secure_Employee SSID. When they check Access Tracker they see many WEBAUTH 

requests are being triggered. 

What could be the reason? 

A. OnGuard Web-Based Health Check interval has been wrongly configured to three minutes. 

B. The OnGuard Agent trigger the events based on changing the Health Status 

C. TCP port 6658 is not allowed between the client and the ClearPass server 

D. The OnGuard Agent is connecting to the Data Port interface on ClearPass 
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Correct Answer: A 

 

QUESTION 5

Refer to the exhibit: 
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What could be causing the error message received on the OnGuard client? 

A. The Service Selection Rules for the service are not configured correctly 

B. The Web-Based Health Check service needs to be configured to use the Posture Policy 

C. There is a firewall policy not allowing the OnGuard Agent to connect to ClearPass 

D. The client\\'s OnGuard Agent has not been configured with the correct Policy Manager Zone 
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Correct Answer: D 
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