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QUESTION 1

When is it recommended to use a certificate with multiple entries on the Subject Alternative Name? 

A. The ClearPass servers are placed in different OnGuard zones to allow the client agent to send SHV updates. 

B. Using the same certificate to Onboard clients and the Guest Captive Portal on a single ClearPass server. 

C. The primary authentication server Is not available to authenticate the users. 

D. The ClearPass server will be hosting captive portal pages for multiple FQDN entries 

Correct Answer: A 

 

QUESTION 2

Refer to the exhibit: You configured a new Wireless 802.1X service for a Cisco WLC broadcasting the Secure-
ADM-5007 SSID. The client falls to connect to the SSID. Using the screenshots as a reference, how would you fix this
issue? (Select two.) 
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A. Update the service condition Radius:IETF Called-Station-ld CONTAINS secure-adm-5007 

B. Make sure that the Network Devices entry for the Cisco WLC has a vendor setting of "Airspace" 

C. Remove the service condition Radius:lETF Service-Type BELONGSJTO Login-User (1). 2. 8 

D. Change the service condition to Radius:lETF Calling-Station-ld EQUALS Secure-ADM-5007 

Correct Answer: AC 

 

QUESTION 3

Refer to the exhibit: 
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After the helpdesk revoked the certificate of a device reported to be lost oy an employee, the lost device 

was seen as connected successfully to the secure network. Further testing has shown that device 

revocation is not working. 

What steps should you follow to make device revocations work? 

A. Copy the default [EAP-TLS with OSCP Enabled] authentication method and set The Verify certificate using OSCP
option as required then update the correct OSCP URL link of the OnBoard CA. Remove EAP-TLS and map the custom
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created method to the OnBoard Authorization Service. 

B. copy the default [EAP-TLS with OSCP Enabled] authentication method and set the verify certificate using OSCP:
option as "required" then configure the correct OSCF URL link for the OnBoard CA. Remove EAP-TLS and map the
new [EAP-TLS with OSCP Enabled] method to the 802 1X Radius Service. 

C. Remove the EAP-TLS authentication method configuration changes are required and add "EAP-TLS with OCSP
Enabled" authentication method in the OnBoard Provisioning service. No other configuration changes are required. 

D. Edit the default [EAP-TLS with OSCP Enabled] authentication method and set the Verify certificate using OSCP
option as required then update the correct OSCP URL link of the OnBoard CA Remove EAP-TLS and map the new
[EAP-TLS with OSCP Enabled] method to the OnBoard Provisioning Service. 

Correct Answer: C 

 

QUESTION 4

A customer has deployed an OnGuard Solution to all the corporate devices using a group policy rule to push the
OnGuard Agents. The network administrator is complaining that some of the agents are communicating to the
ClearPass server that is located in a DMZ, outside the firewall The network administrator wants all of the agents System
Health Validation traffic to stay inside the Management subnets. What can the ClearPass administrator do to move the
traffic only to the ClearPass Management Ports? 

A. Edit the agent.conf file being deployed to the clients to use the ClearPass Management Port for SHV updates. 

B. Select the correct OnGuard Agent installer, and use the one configured for Management Port for the clients. 

C. Configure a Policy Manager Zone mapping so the OnGuard agent will use the Management Port IP. 

D. Filter TCP port 6658 on the firewall, forcing the OnGuard agent to use the ClearPass Management port. 

Correct Answer: C 

 

QUESTION 5

What is used to validate the EAP Certificate? (Select three.) 

A. Common Name 

B. Date 

C. Key usage 

D. Server Identity 

E. SAN entries 

F. Trust chain 

Correct Answer: ACF 
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