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QUESTION 1

A customer has deployed an OnGuard Solution to all the corporate devices using a group policy rule to push the
OnGuard Agents. The network administrator is complaining that some of the agents are communicating to the
ClearPass server that is located in a DMZ, outside the firewall The network administrator wants all of the agents System
Health Validation traffic to stay inside the Management subnets. What can the ClearPass administrator do to move the
traffic only to the ClearPass Management Ports? 

A. Edit the agent.conf file being deployed to the clients to use the ClearPass Management Port for SHV updates. 

B. Select the correct OnGuard Agent installer, and use the one configured for Management Port for the clients. 

C. Configure a Policy Manager Zone mapping so the OnGuard agent will use the Management Port IP. 

D. Filter TCP port 6658 on the firewall, forcing the OnGuard agent to use the ClearPass Management port. 

Correct Answer: C 

 

QUESTION 2

Refer to the exhibit: 
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You have been asked to help a Customer troubleshoot an issue. They have configured an Aruba OS 

switch (Aruba 2930 with 16.09) to do MAC authentication with profiling using ClearPass as the 

authentication source. They cannot get it working. 

Using the screenshots as a reference, how will you fix the issue? 

A. Delete the initial role in the Aruba OS switch to force the device to get the server derived user roles 

B. Use a CoA to bounce the switch port to force the port to change to the correct Aruba user role 

C. Change the Vendor settings for the Aruba OS switch to "Aruba" so that the enforcement will use the correct VSAs 

D. Modify the enforcement profile conditions with Aruba Vendor specific attributes and Aruba-user- roles 

E. User-roles are case sensitive, update the correct role with correct case in the enforcement profile 

Correct Answer: D 

 

QUESTION 3

A corporate ClearPass Cluster with two servers located at a single site, has both Management and Data port IP
addresses configured. The Management port IPs are in the DataCenter networks subnet, while the Data port IPs are in
the DMZ. What is the difference between using one Virtual IP for the AAA traffic versus sending AAA requests to the
physical IPs for each server? (Select two.) 

A. The failover can be accomplished only by using Virtual IP. 

B. The Individual IPs can provide failover and load balancing. 

C. One Virtual IP can be used together with the individual server IPs for load balancing. 

D. By using the Virtual IP, the failover convergence is faster than using individual server IPs. 

E. Using the one Virtual IP can provide failover and load balancing. 

Correct Answer: BE 
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QUESTION 4

A customer has created a Guest Sett-Registration page that they would like to use it as `template\\' for all the new
pages that are going to be created from now on. Their goal is to ensure that the header and footer on every page are
the same, and any edits made to them are automatically reflected on every Self-Registration Page. What should be
configured in order to accomplish this request? 

A. Save the "template" page as Master Self-Registration page 

B. Create child pages when creating new Self-Registration pages and select the "template" as Parent 

C. Save this "template" page as a new Skin to be used on other Self-Registration pages 

D. Copy the "template" page and edit it each time a new Self-Registration Page is needed 

Correct Answer: C 

 

QUESTION 5

Refer to the exhibit: 
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A customer is trying to configure a TACACS Authentication Service for administrative access to the Aruba 

Controller, During testing the authentication is not successful. 

Given the screen shot what could be the reason for the Login status REJECT? 

A. The password used by the administrative user, user is wrong. 

B. The Enforcement profile is not designed to be used on Aruba Controller. 

C. The Read-only Administrator role does not exist on the Controller. 

D. The Enforcement profile used is not a TACACS profile. 

Correct Answer: A 
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