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QUESTION 1

You configure an ArubaOS-Switch to enforce 802.1X authentication with ClearPass Policy Manager (CPPM) denned as
the RADIUS server Clients cannot authenticate You check Aruba ClearPass Access Tracker and cannot find a record of
the authentication attempt.

What are two possible problems that have this symptom? (Select two)

A. users are logging in with the wrong usernames and passwords or invalid certificates.

B. Clients are configured to use a mismatched EAP method from the one In the CPPM service.

C. The RADIUS shared secret does not match between the switch and CPPM.

D. CPPM does not have a network device defined for the switch\\'s IP address.

E. Clients are not configured to trust the root CA certificate for CPPM\\'s RADIUS/EAP certificate.

Correct Answer: AE

QUESTION 2
Refer to the exhibit.
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You need to ensure that only management stations in subnet 192.168.1.0/24 can access the ArubaOS-
Switches\\' CLI. Web Ul. and REST interfaces The company also wants to let managers use these stations
to access other parts of the network.

What should you do?
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A. Establish a Control Plane Policing class that selects traffic from 192.168 1.0/24.
B. Specify 192.168.1.0.255.255.255.0 as authorized IP manager address

C. Configure the switch to listen for these protocols on OOBM only.

D. Specify vlan 100 as the management vlan for the switches.

Correct Answer: A

QUESTION 3

What is a use case for tunneling traffic between an Aruba switch and an AruDa Mobility Controller (MC)?
A. applying firewall policies and deep packet inspection to wired clients

B. enhancing the security of communications from the access layer to the core with data encryption

C. securing the network infrastructure control plane by creating a virtual out-of-band- management network
D. simplifying network infrastructure management by using the MC to push configurations to the switches

Correct Answer: A

QUESTION 4

You are deploying an Aruba Mobility Controller (MC). What is a best practice for setting up secure management access
to the ArubaOS Web UP?

A. Avoid using external manager authentication tor the Web Ul.

B. Change the default 4343 port tor the web Ul to TCP 443.

C. Install a CA-signed certificate to use for the Web Ul server certificate.

D. Make sure to enable HTTPS for the Web Ul and select the self-signed certificate Installed in the factory.

Correct Answer: C

QUESTION 5

How should admins deal with vulnerabilities that they find in their systems?

A. They should apply fixes, such as patches, to close the vulnerability before a hacker exploits it.
B. They should add the vulnerability to their Common Vulnerabilities and Exposures (CVE).

C. They should classify the vulnerability as malware. a DoS attack or a phishing attack.

D. They should notify the security team as soon as possible that the network has already been breached.
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Correct Answer: A
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