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QUESTION 1

What is a Key feature of me ArubaOS firewall? 

A. The firewall is stateful which means that n can track client sessions and automatically allow return traffic for permitted
sessions 

B. The firewall Includes application layer gateways (ALGs). which it uses to filter Web traffic based on the reputation of
the destination web site. 

C. The firewall examines all traffic at Layer 2 through Layer 4 and uses source IP addresses as the primary way to
determine how to control traffic. 

D. The firewall is designed to fitter traffic primarily based on wireless 802.11 headers, making it ideal for mobility
environments 

Correct Answer: B 

 

QUESTION 2

What are the roles of 802.1X authenticators and authentication servers? 

A. The authenticator stores the user account database, while the server stores access policies. 

B. The authenticator supports only EAP, while the authentication server supports only RADIUS. 

C. The authenticator is a RADIUS client and the authentication server is a RADIUS server. 

D. The authenticator makes access decisions and the server communicates them to the supplicant. 

Correct Answer: D 

 

QUESTION 3

A company has an ArubaOS controller-based solution with a WPA3-Enterprise WLAN. which authenticates wireless
clients to Aruba ClearPass Policy Manager (CPPM). The company has decided to use digital certificates for
authentication A user\\'s Windows domain computer has had certificates installed on it However, the Networks and
Connections window shows that authentication has tailed for the user. The Mobility Controllers (MC\\'s) RADIUS events
show that it is receiving Access-Rejects for the authentication attempt. 

What is one place that you can you look for deeper insight into why this authentication attempt is failing? 

A. the reports generated by Aruba ClearPass Insight 

B. the RADIUS events within the CPPM Event Viewer 

C. the Alerts tab in the authentication record in CPPM Access Tracker 

D. the packets captured on the MC control plane destined to UDP 1812 

Correct Answer: C 
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QUESTION 4

You are managing an Aruba Mobility Controller (MC). What is a reason for adding a "Log Settings" definition in the
ArubaOS Diagnostics > System > Log Settings page? 

A. Configuring the Syslog server settings for the server to which the MC forwards logs for a particular category and
level 

B. Configuring the MC to generate logs for a particular event category and level, but only for a specific user or AP. 

C. Configuring a filter that you can apply to a defined Syslog server in order to filter events by subcategory 

D. Configuring the log facility and log format that the MC will use for forwarding logs to all Syslog servers 

Correct Answer: A 

 

QUESTION 5

What is a difference between radius and TACACS+? 

A. RADIUS combines the authentication and authorization process while TACACS+ separates them. 

B. RADIUS uses TCP for Its connection protocol, while TACACS+ uses UDP tor its connection protocol. 

C. RADIUS encrypts the complete packet, white TACACS+ only offers partial encryption. 

D. RADIUS uses Attribute Value Pairs (AVPs) in its messages, while TACACS+ does not use them. 

Correct Answer: A 
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