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QUESTION 1

What is a reason to set up a packet capture on an Aruba Mobility Controller (MC)? 

A. The company wants to use ClearPass Policy Manager (CPPM) to profile devices and needs to receive HTTP User-
Agent strings from the MC. 

B. The security team believes that a wireless endpoint connected to the MC is launching an attack and wants to
examine the traffic more closely. 

C. You want the MC to analyze wireless clients\\' traffic at a lower level, so that the ArubaOS firewall can control the
traffic I based on application. 

D. You want the MC to analyze wireless clients\\' traffic at a lower level, so that the ArubaOS firewall can control Web
traffic based on the destination URL. 

Correct Answer: C 

 

QUESTION 2

What is one way that Control Plane Security (CPsec) enhances security for me network? 

A. It protects wireless clients\\' traffic tunneled between APs and Mobility Controllers, from eavesdropping 

B. It prevents Denial of Service (DoS) attacks against Mobility Controllers\\' (MCs") control plane. 

C. It prevents access from unauthorized IP addresses to critical services, such as SSH on Mobility Controllers (MCs). 

D. It protects management traffic between APs and Mobility Controllers (MCs) from eavesdropping. 

Correct Answer: A 

 

QUESTION 3

What is a guideline for creating certificate signing requests (CSRs) and deploying server Certificates on ArubaOS
Mobility Controllers (MCs)? 

A. Create the CSR online using the MC Web Ul if your company requires you to archive the private key. 

B. if you create the CSR and public/private Keypair offline, create a matching private key online on the MC. 

C. Create the CSR and public/private keypair offline If you want to install the same certificate on multiple MCs. 

D. Generate the private key online, but the public key and CSR offline, to install the same certificate on multiple MCs. 

Correct Answer: A 

 

QUESTION 4
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How should admins deal with vulnerabilities that they find in their systems? 

A. They should apply fixes, such as patches, to close the vulnerability before a hacker exploits it. 

B. They should add the vulnerability to their Common Vulnerabilities and Exposures (CVE). 

C. They should classify the vulnerability as malware. a DoS attack or a phishing attack. 

D. They should notify the security team as soon as possible that the network has already been breached. 

Correct Answer: A 

 

QUESTION 5

A company has an ArubaOS controller-based solution with a WPA3-Enterprise WLAN. which authenticates wireless
clients to Aruba ClearPass Policy Manager (CPPM). The company has decided to use digital certificates for
authentication A user\\'s Windows domain computer has had certificates installed on it However, the Networks and
Connections window shows that authentication has tailed for the user. The Mobility Controllers (MC\\'s) RADIUS events
show that it is receiving Access-Rejects for the authentication attempt. 

What is one place that you can you look for deeper insight into why this authentication attempt is failing? 

A. the reports generated by Aruba ClearPass Insight 

B. the RADIUS events within the CPPM Event Viewer 

C. the Alerts tab in the authentication record in CPPM Access Tracker 

D. the packets captured on the MC control plane destined to UDP 1812 

Correct Answer: C 
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