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QUESTION 1

A company has Aruba Mobility Controllers (MCs). Aruba campus APs. and ArubaOS-CX switches. The company plans
to use ClearPass Policy Manager (CPPM) to classify endpoints by type The ClearPass admins tell you that they want to
run Network scans as part of the solution.

What should you do to configure the infrastructure to support the scans?

A. Create a TA profile on the ArubaOS-Switches with the root CA certificate for ClearPass\\'s HTTPS certificate

B. Create device fingerprinting profiles on the ArubaOS-Switches that include SNMP. and apply the profiles to edge
ports

C. Create remote mirrors on the ArubaOS-Swrtches that collect traffic on edge ports, and mirror it to CPPM\'s IP
address.

D. Create SNMPV3 users on ArubaOS-CX switches, and make sure that the credentials match those configured on
CPPM

Correct Answer: B

QUESTION 2

What is a benefit or Protected Management Frames (PMF). sometimes called Management Frame Protection (MFP)?
A. PMF helps to protect APs and MCs from unauthorized management access by hackers.

B. PMF ensures trial traffic between APs and Mobility Controllers (MCs) is encrypted.

C. PMF prevents hackers from capturing the traffic between APs and Mobility Controllers.

D. PMF protects clients from DoS attacks based on forged de-authentication frames

Correct Answer: A

QUESTION 3

You have detected a Rogue AP using the Security Dashboard.

Which two actions should you take in responding to this event? (Select two)
A. There is no need to locale the AP If you manually contain It.

B. This is a serious security event, so you should always contain the AP immediately regardless of your company\\'s
specific policies.

C. You should receive permission before containing an AP. as this action could have legal Implications.

D. For forensic purposes, you should copy out logs with relevant information, such as the time mat the AP was detected
and the AP\\'s MAC address.
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E. There is no need to locate the AP If the Aruba solution is properly configured to automatically contain it.

Correct Answer: BD

QUESTION 4

What is a guideline for creating certificate signing requests (CSRs) and deploying server Certificates on ArubaOS
Mobility Controllers (MCs)?

A. Create the CSR online using the MC Web Ul if your company requires you to archive the private key.

B. if you create the CSR and public/private Keypair offline, create a matching private key online on the MC.

C. Create the CSR and public/private keypair offline If you want to install the same certificate on multiple MCs.

D. Generate the private key online, but the public key and CSR offline, to install the same certificate on multiple MCs.

Correct Answer: A

QUESTION 5

You are managing an Aruba Mobility Controller (MC). What is a reason for adding a "Log Settings" definition in the
ArubaOS Diagnostics > System > Log Settings page?

A. Configuring the Syslog server settings for the server to which the MC forwards logs for a particular category and
level

B. Configuring the MC to generate logs for a particular event category and level, but only for a specific user or AP.
C. Configuring a filter that you can apply to a defined Syslog server in order to filter events by subcategory
D. Configuring the log facility and log format that the MC will use for forwarding logs to all Syslog servers

Correct Answer: A
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