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QUESTION 1

You need to deploy an Aruba instant AP where users can physically reach It. What are two recommended options for
enhancing security for management access to the AP? (Select two )

A. Disable Its console ports

B. Place a Tamper Evident Label (TELS) over its console port
C. Disable the Web UI.

D. Configure WPA3-Enterpnse security on the AP

E. install a CA-signed certificate

Correct Answer: BE

QUESTION 2

What is one practice that can help you to maintain a digital chain or custody In your network?

A. Enable packet capturing on Instant AP or Moodily Controller (MC) datepath on an ongoing basis

B. Enable packet capturing on Instant AP or Mobility Controller (MC) control path on an ongoing basis.

C. Ensure that all network infrastructure devices receive a valid clock using authenticated NTP

D. Ensure that all network Infrastructure devices use RADIUS rather than TACACS+ to authenticate managers

Correct Answer: A

QUESTION 3

You have detected a Rogue AP using the Security Dashboard.

Which two actions should you take in responding to this event? (Select two)
A. There is no need to locale the AP If you manually contain It.

B. This is a serious security event, so you should always contain the AP immediately regardless of your company\\'s
specific policies.

C. You should receive permission before containing an AP. as this action could have legal Implications.

D. For forensic purposes, you should copy out logs with relevant information, such as the time mat the AP was detected
and the AP\\'s MAC address.

E. There is no need to locate the AP If the Aruba solution is properly configured to automatically contain it.

Correct Answer: BD
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QUESTION 4

You are configuring ArubaOS-CX switches to tunnel client traffic to an Aruba Mobility Controller (MC). What should you
do to enhance security for control channel communications between the switches and the MC?

A. Create one UBT zone for control traffic and a second UBT zone for clients.
B. Configure a long, random PAPI security key that matches on the switches and the MC.
C. install certificates on the switches, and make sure that CPsec is enabled on the MC

D. Make sure that the UBT client vlan is assigned to the interface on which the switches reach the MC and only that
interface.

Correct Answer: C

QUESTION 5

What is one way that Control Plane Security (CPsec) enhances security for me network?

A. It protects wireless clients\\' traffic tunneled between APs and Mobility Controllers, from eavesdropping

B. It prevents Denial of Service (DoS) attacks against Mobility Controllers\\' (MCs") control plane.

C. It prevents access from unauthorized IP addresses to critical services, such as SSH on Mobility Controllers (MCs).
D. It protects management traffic between APs and Mobility Controllers (MCs) from eavesdropping.

Correct Answer: A
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