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QUESTION 1

Refer to the exhibit: 

A customer has configured onboard in a cluster with two nodes All devices were onboarded in the network through
node1 but those clients tail to authenticate through node2 with the error shown. What steps would you suggest to make
provisioning and authentication work across the entire cluster? (Select three.) 

A. Have all of the BYOD clients re-run the Onboard process 

B. Configure the Onboard Root CA to trust the Policy Manager EAP certificate root. 

C. Have all of the BYOD clients disconnect and reconnect to me network 

D. Make sure that the EAP certificates on both nodes are issued by one common root Certificate Authority (CA). 

E. Make sure that the HTTPS certificate on both nodes is issued as a Code Signing certificate 

F. Configure the Network Settings in Onboard to trust the Policy Manager EAP certificate 

Correct Answer: BDF 

 

QUESTION 2
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What is the Open SSID (otherwise referred to as Dual SSID) Onboard deployment service workflow? 

A. OnBoard Pre-Auth Application service, OnBoard Authorization Application service. OnBoard Provisioning RADIUS
service 

B. OnBoard Pre-Auth RADIUS service. OnBoard Authorization Application service. OnBoard Provisioning RADIUS
service 

C. OnBoard Authorization Application service, OnBoard Pre-Auth Application service, OnBoard Provisioning RADIUS
service 

D. OnBoard Authorization RADIUS service, OnBoard Pre-Auth Application service, OnBoard Provisioning RADIUS
service 

Correct Answer: C 

 

QUESTION 3

A customer would like to allow only the AD users with the "Manager" title from the "HQ" location to 

Onboard their personal devices. Any other AD users should not be authorized to pass beyond the initial 

device provisioning page. 

Which Onboard service will you use to implement this requirement? 

A. Onboard CP login service 

B. Onboard Authorization service 

C. Onboard Provisioning service 

D. Onboard Pre-Auth service 

Correct Answer: A 

 

QUESTION 4

What type of EAP certificate are you able to use on ClearPass? (Select two.) 

A. Self signed, when all the clients are Onboarded with the same Root CA as the Self signed certificate. 

B. Private signed, when the clients are onboarded or are part of the organization domain. 

C. Private signed, when some clients are onboarded and some are not part of the organization. 

D. Public signed, when not all of the clients are part of the organization domain. 

E. Self signed, when all the clients are part of the organization domain. 

Correct Answer: CD 
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QUESTION 5

Which statements are true about Aruba downloadable user roles? (Select three.) 

A. Can be applied only on ports or WLAN users authenticated by ClearPass. 

B. Aruba downloadable user role are universally available across the environment 

C. Aruba downloadable user role is a built in enforcement template in ClearPass 

D. Downloadable role names must be defined in Aruba switch or controller 

E. Can use these roles for other authentication methods not involving ClearPass 

F. Administering downloadable user roles can be difficult for a large enterprise 

Correct Answer: ADE 
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