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QUESTION 1

What is the Open SSID (otherwise referred to as Dual SSID) Onboard deployment service workflow? 

A. OnBoard Pre-Auth Application service, OnBoard Authorization Application service. OnBoard Provisioning RADIUS
service 

B. OnBoard Pre-Auth RADIUS service. OnBoard Authorization Application service. OnBoard Provisioning RADIUS
service 

C. OnBoard Authorization Application service, OnBoard Pre-Auth Application service, OnBoard Provisioning RADIUS
service 

D. OnBoard Authorization RADIUS service, OnBoard Pre-Auth Application service, OnBoard Provisioning RADIUS
service 

Correct Answer: C 

 

QUESTION 2

Refer to the exhibit: 
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The customer created a new enforcement policy condition to allow VIP Users access without additional security
compliance checks hut cannot gel it working. The customer has sent you the above screenshots. How would you
resolve the issue? 

A. Ask the VIP user to complete the one time web health check to get the VIP profile. 

B. Set the Enforcement Policy rules evaluation algorithm to evaluate all. 

C. Include VIP User role along with the Healthy posture enforcement condition. 

D. Modify the Enforcement Policy and re-order the VIP user condition to the lop. 

Correct Answer: C 

 

QUESTION 3

Refer to the exhibit: A customer has configured a Guest Self registration page for their Cisco Wireless network with the
settings shown. What should be changed in order to successfully authenticate guests users? 
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A. Secure Login should use HTTP 

B. Change the Vendor Settings to Airespace Networks 

C. Change \he IP Address to the Cisco Controller DNS name 
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D. Login Method should be Controller-initiated - using HTTPs form submit 

Correct Answer: C 

 

QUESTION 4

Refer to the exhibit: 
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Your company has a postgres SQL database with the MAC addresses of the company-owned tablets You 

have configured a role mapping condition to tag the SQL devices. When one of the tablets connects to the 

network, it does not get the correct role and receives a deny access profile. 

How would you resolve the issue? 

A. Remove SQL condition from role mapping policy and add it under the enforcement policy conditions. 

B. Edit the SQL authentication source niter attributes and modify the SQL server filter query. 

C. Add the SQL server as an authentication source and map .t under the authentication tab in the service. 

D. Enable authorization tab in the service and add the SQL server as an authorization source. 

Correct Answer: B 

 

QUESTION 5

A customer has deployed an OnGuard Solution to all the corporate devices using a group policy rule to push the
OnGuard Agents. The network administrator is complaining that some of the agents are communicating to the
ClearPass server that is located in a DMZ, outside the firewall The network administrator wants all of the agents System
Health Validation traffic to stay inside the Management subnets. What can the ClearPass administrator do to move the
traffic only to the ClearPass Management Ports? 

A. Edit the agent.conf file being deployed to the clients to use the ClearPass Management Port for SHV updates. 

B. Select the correct OnGuard Agent installer, and use the one configured for Management Port for the clients. 

C. Configure a Policy Manager Zone mapping so the OnGuard agent will use the Management Port IP. 

D. Filter TCP port 6658 on the firewall, forcing the OnGuard agent to use the ClearPass Management port. 

Correct Answer: C 
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