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QUESTION 1

What type of EAP certificate are you able to use on ClearPass? (Select two.) 

A. Self signed, when all the clients are Onboarded with the same Root CA as the Self signed certificate. 

B. Private signed, when the clients are onboarded or are part of the organization domain. 

C. Private signed, when some clients are onboarded and some are not part of the organization. 

D. Public signed, when not all of the clients are part of the organization domain. 

E. Self signed, when all the clients are part of the organization domain. 

Correct Answer: CD 

 

QUESTION 2

Refer to the exhibit: 
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A customer has just configured a Posture Policy and the T2-Healthcheck Service. Next they installed the 

OnGuard Agent on Secure_Employee SSID. When they check Access Tracker they see many WEBAUTH 

requests are being triggered. 

What could be the reason? 

A. OnGuard Web-Based Health Check interval has been wrongly configured to three minutes. 

B. The OnGuard Agent trigger the events based on changing the Health Status 

C. TCP port 6658 is not allowed between the client and the ClearPass server 

D. The OnGuard Agent is connecting to the Data Port interface on ClearPass 
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Correct Answer: A 

 

QUESTION 3

A customer is complaining that some of the devices, in their manufacturing network, are not getting profiled while other
loT devices from the same subnet have been correctly profiled. The network switches have been configured for DHCP
IP helpers and IF-MAP has been configured on the Aruba Controllers. What can the customer do to discover those
devices as well? (Select two.) 

A. Update the Fingerprints Dictionary to the latest in case new devices have been added. 

B. Open a TAC case to help you troubleshoot the DHCP device profile functionality. 

C. Add the ClearPass Server IP as an IP helper address on the default gateway as well. 

D. Allow time for IF-MAP service on the controller to discover the new devices as well. 

E. Manually create a new device fingerprint for the devices that are not being profiled. 

Correct Answer: DE 

 

QUESTION 4

While configuring a guest solution, the customer is requesting that guest user receive access for four hours from their
first login. Which Guest Account Expiration would you select? 

A. expire_after 

B. do_expire 

C. expire_time 

D. expire_ postlogin 

Correct Answer: A 

 

QUESTION 5

A customer has a ClearPass cluster deployment with four servers, two servers at the data center and two servers at a
large remote site connected over an SD-WAN solution The customer would like to implement OnGuard, Guest Self-
Registration, and 802.1x authentication across their entire environment. During testing the customer is complaining that
users connecting to an Instant Cluster Employee SSID at the remote site, with the OnGuard Persistent Agent installed
are randomly getting their health check missed. What could be a possible cause of this behavior? 

A. The OnGuard Clients are automatically mapped to the Policy Manager Zone based on their IP range but an ACL on
the switch could be blocking access. 

B. The traffic on the TCP port 6658 is congested due to the fact that this port is also used by the IPsec keep-alive
packets of the SD-WAN solution. 

C. The ClearPass Policy Manager zones have been defined but the local IP sub-nets have not been property mapped to
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the zones and the OnGuard Agent might connect to any of the servers in the cluster. 

D. The Aruba-user-role received by the IAP is filtering the TCP port 6658 to the ClearPass servers and after 10 seconds
the SSL fallback gets activated and randomly generates the issue. 

Correct Answer: D 
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