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QUESTION 1

Refer to the exhibit:
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After the helpdesk revoked the certificate of a device reported to be lost oy an employee, the lost device
was seen as connected successfully to the secure network. Further testing has shown that device
revocation is not working.

What steps should you follow to make device revocations work?

A. Copy the default [EAP-TLS with OSCP Enabled] authentication method and set The Verify certificate using OSCP
option as required then update the correct OSCP URL link of the OnBoard CA. Remove EAP-TLS and map the custom
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created method to the OnBoard Authorization Service.

B. copy the default [EAP-TLS with OSCP Enabled] authentication method and set the verify certificate using OSCP:
option as "required" then configure the correct OSCF URL link for the OnBoard CA. Remove EAP-TLS and map the
new [EAP-TLS with OSCP Enabled] method to the 802 1X Radius Service.

C. Remove the EAP-TLS authentication method configuration changes are required and add "EAP-TLS with OCSP
Enabled" authentication method in the OnBoard Provisioning service. No other configuration changes are required.

D. Edit the default [EAP-TLS with OSCP Enabled] authentication method and set the Verify certificate using OSCP
option as required then update the correct OSCP URL link of the OnBoard CA Remove EAP-TLS and map the new
[EAP-TLS with OSCP Enabled] method to the OnBoard Provisioning Service.

Correct Answer: C

QUESTION 2

Refer to the exhibit: Your customer configured a ClearPass server to process the Guest and Secure SSIDs
broadcasting from both Aruba and Cisco WLAN controllers When an Employee connects to Aruba or Cisco secure
SSID, the authentication hits the guest service causing the client to fail the connection to the network. What change can
be implemented to make both the secure and guest services created for Aruba and Cisco devices to work correctly?

_

Lagin Status: | REIEET
‘Session Identifier: RODDO024e-01-5d9denf7 ' ! i
Date and Time: Oct 09, 2019 09:30:31 EDT
End-Host Identifier: 78D23437BD6S  (Computar/ Windows / Windows 10)
Username: |alez07 || I il LIt
Access Device IP/Port:  10,1.70,100:0 [ArubaContraller / druba)
System Posture Status: UHKHOWH i:!.[”]]
T et | ||I | | mﬂ “ . ll ,f.ifl I!i;IiF!!. i m, i
Sarvice: HE-Guest User Al.rthl.-nhc.utmn with Mmt l.'_m:hmg
Authentieation Methad:
futhentication Source:. | None
Authorization Source: . [El'ldpl:llll.'lli Repositury] [Time Sourcs]
Roles: [Other]
Enforcament Profiles: [Allow Abcess Profile]
Service Manitor Mode: | Disabled
Online Status! Wt Available

je « Showing 1 of 1-20 records » »
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A. Move the HS-Guest User Authentication with MAC Caching service to the first position.
B. Modify the service rule matching algorithm to ALL in HS-Guest User Authentication service.
C. Disable HS-Guest User Authentication service and move HS-Guest MAC Authentication to seventh position.

D. Move the HS_Building Aruba 802.1x service to the second position in the service order.
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Correct Answer: A

QUESTION 3

A customer has acquired another company that has its own Active Directory infrastructure The 802 1X authentication
works with the customers original Active Directory servers but the customer would like to authenticate users from the
acquired company as well. What steps are required, in regards to the Authentication Sources, in order to support this
request? (Select two.)

A. Create a new Authentication Source, type Active Directory.

B. Join the ClearPass server(s) to the new AD domain.

C. Add the new AD server(s) as backup into the existing Authentication Source.

D. There is no need to Join ClearPass to the new AD domain.

E. Create a new Authentication Source, type Generic LDAP.

Correct Answer: BD

QUESTION 4

Refer to the exhibit:
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R - - S

A customer with multiple Aruba Controllers has just installed a new certificate for "*.customerdomain com” on all Aruba
Controllers. While testing the existing guest Self-Registration page the customer noticed that the logins are failing. While
troubleshooting they are finding no entries in the Event Viewer or Access Tracker for the tests. Suspecting that the
Aruba Controllers may not be properly posting the credentials from the guest browser, they open the NAS Vendor
Settings for the Guest Self-Registration Page. From the screen shown, how can you fix the errors?

A. Change the "IP Address: field to" securelogin.customerdomain.com.

B. Change the "Secure Login:" field to "Use Vendor Default".

C. Change the "IP Address field to "captiveportal-login.customerdomain.com".
D. Add PTR records on the DNS server for "securelogin.arubanetworks.com".

Correct Answer: B

QUESTION 5

Refer to the Exhibit:
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A customer wants to integrate posture validation into an Aruba Wireless 802.1X authentication service
During testing, the client connects to the Aruba Employee Secure SSID and is redirected to the Captive Portal page

where the user can download the OnGuard Agent After the Agent is installed, the client receives the Healthy token the

client remains connected to the Captive Portal page ClearPass is assigning the endpoint the following roles: T2-Staff-
User. (Machine Authenticated! and T2-SOL-Device. What could cause this behavior?

A. The Enforcement Policy conditions for rule 1 are not configured correctly.
B. Used Cached Results: has not been enabled In the Aruba 802.1X Wireless Service

C. RFC-3576 Is not configured correctly on the Aruba Controller and does not update the role.
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D. The Enforcement Profile should bounce the connection instead of a Terminate session

Correct Answer: B
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