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QUESTION 1

A corporate ClearPass Cluster with two servers located at a single site, has both Management and Data port IP
addresses configured. The Management port IPs are in the DataCenter networks subnet, while the Data port IPs are in
the DMZ. What is the difference between using one Virtual IP for the AAA traffic versus sending AAA requests to the
physical IPs for each server? (Select two.)

A. The failover can be accomplished only by using Virtual IP.

B. The Individual IPs can provide failover and load balancing.

C. One Virtual IP can be used together with the individual server IPs for load balancing.

D. By using the Virtual IP, the failover convergence is faster than using individual server IPs.

E. Using the one Virtual IP can provide failover and load balancing.

Correct Answer: BE

QUESTION 2

You are integrating a Postgres SQL server with the ClearPass Policy Manager. What steps will you follow to complete
the integration process? (Select three)

A. Click on the default filter name with pre-defined filter queries and check box to enable as role.

B. Specify a new filter with filter queries to fetch authentication and authorization attributes.

C. Attribute Name under filter configuration must match one of the columns being requested from the database table.
D. Create a new Endpoint context server and add the SQL server IP, credentilas and the database name.

E. Alias Name under filter configuration must match one of the columns being requested from the database table.

F. Create a new authentication source and add the SQL server IP, credentials and the database name.

Correct Answer: BDF

QUESTION 3

Refer to the exhibit:
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What could be causing the error message received on the OnGuard client?

A. The Service Selection Rules for the service are not configured correctly

B. The Web-Based Health Check service needs to be configured to use the Posture Policy

C. There is a firewall policy

not allowing the OnGuard Agent to connect to ClearPass

D. The client\\'s OnGuard Agent has not been configured with the correct Policy Manager Zone
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Correct Answer: D

QUESTION 4

Refer to the exhibit:
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A customer with multiple Aruba Controllers has just installed a new certificate for "*.customerdomain com” on all Aruba
Controllers. While testing the existing guest Self-Registration page the customer noticed that the logins are failing. While
troubleshooting they are finding no entries in the Event Viewer or Access Tracker for the tests. Suspecting that the
Aruba Controllers may not be properly posting the credentials from the guest browser, they open the NAS Vendor
Settings for the Guest Self-Registration Page. From the screen shown, how can you fix the errors?

A. Change the "IP Address: field to" securelogin.customerdomain.com.

B. Change the "Secure Login:" field to "Use Vendor Default”.

C. Change the "IP Address field to "captiveportal-login.customerdomain.com".
D. Add PTR records on the DNS server for "securelogin.arubanetworks.com".

Correct Answer: B
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QUESTION 5

Refer to the exhibit:
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The customer configured an 802.1x service with different enforcement actions for personal and corporate

laptops. The corporate laptops are always being redirected to the BYOD Portal. The customer has sent

you the above screenshots.

How would you resolve the issue? (Select two)

A. Modify the enforcement policy and change the rule evaluation algorithm to select first match

B. Modify the enforcement policy and re-order the condition with posture not_equals to healthy as the sixth condition
C. Modify the enforcement policy and re-order the EAP-PEAP with [user authenticated] rule to the last condition.

D. Modify the enforcement policy and re-order the condition with Posture - Unknown as the fifth condition

E. Remove the EAP-PEAP with [user authenticated] condition for Onboard and create another service

Correct Answer: CD
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