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QUESTION 1

Under Onboard management and control, which option will deny the user from re-provisioning the device a second
time? 

A. Revoke and Delete certificate 

B. Delete user 

C. Revoke certificate 

D. Delete certificate 

Correct Answer: D 

 

QUESTION 2

A customer has deployed an OnGuard Solution to all the corporate devices using a group policy rule to push the
OnGuard Agents. The network administrator is complaining that some of the agents are communicating to the
ClearPass server that is located in a DMZ, outside the firewall The network administrator wants all of the agents System
Health Validation traffic to stay inside the Management subnets. What can the ClearPass administrator do to move the
traffic only to the ClearPass Management Ports? 

A. Edit the agent.conf file being deployed to the clients to use the ClearPass Management Port for SHV updates. 

B. Select the correct OnGuard Agent installer, and use the one configured for Management Port for the clients. 

C. Configure a Policy Manager Zone mapping so the OnGuard agent will use the Management Port IP. 

D. Filter TCP port 6658 on the firewall, forcing the OnGuard agent to use the ClearPass Management port. 

Correct Answer: C 

 

QUESTION 3

How does the RadSec improve the RADIUS message exchange? (Select two.) 

A. It can be used on an unsecured network or the Internet. 

B. It builds a TTLS tunnel between the NAD and ClearPass. 

C. Only the NAD needs to trust the ClearPass Certificate. 

D. It encrypts the entire RADIUS message. 

E. It uses UDP to exchange the radius packets. 

Correct Answer: DE 
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QUESTION 4

Refer to the exhibit: 

A customer has configured Onboard and Windows devices work as expected but cannot get the Apple iOS devices to
Onboard successfully. Where would you look to troubleshoot the Issued (Select two) 

A. Check if the ClearPass HTTPS server certificate installed in the server is issued by a trusted commercial certificate
authority. 

B. Check if the customer installed the internal PKl Root certificate presented by the ClearPass during the provisioning
process. 

C. Check if a DNS entry is available for the ClearPass hostname in the certificate, resolvable from the DNS server
assigned to the client. 

D. Check if the customer has Instated a custom HTTPS certificate for IDS and another internal PKl HTTPS certificate for
other devices. 

E. Check if the customer has installed the same internal PKl signed RADIUS server certificate as the HTTPS server
certificate. 
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Correct Answer: AC 

 

QUESTION 5

Refer to the exhibit: 

The customer complains that the user shown cannot log into the ClearPass Server as an administrator using the [Policy
Manager Admin Network Login Service]. What could be the reason for this? 

A. The user might be used for a TACACS authentication 

B. The account created does not fit this purpose. 

C. The mapping on the role should be changed to [RADIUS Super Admin] 

D. The local user authentication might be disabled 

Correct Answer: B 
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