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QUESTION 1

Refer to the exhibits. Exhibit 1

Roles>users1

GLOBAL RULES

+

RULES FOR THIS ROLE ONLY

<> permit all from source any to alias network1

<> deny all from source any to network
172.16.0.0/255.255.0.0
./ permit all from source user to any destinations

Exhibit 2
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Roles Policies Applications
e
Roles>users? Show Advanced View

GLOBAL RULES

+

RULES FOR THIS ROLE ONLY

-<> permit all from source user to network 10.1.1.0/255 2552550

<> deny all from source user to network 10.1.2.0/255 255 255.0
<> permit all from source user to network 10.1.0.0/255.255.0.0

A company has an Aruba solution. Client 1 is assigned to the usersl role, and client 2 is assigned to the users2 role.
The exhibits show current firewall rules for those roles. The network1 alias used to be 10.1.1.0/24, but the network
administrator now changes the networkl alias to 172.16.1.0/24. Client 1 and Client 2 both send a packet destined to
172.16.1.10. How does the firewall handle these packets?

A. It permits the packet from Client 1 and denies the packet from Client 2.

B. It permits both packets.

C. It denies the packet from Client 1 and permits the packet from Client 2.

D. It denies both packets.

Correct Answer: A

QUESTION 2

A company has an Aruba solution and wants to provide guests with wireless access. The company wants to assign
guests IP addresses in subnets that exist only within the Aruba solution. Which feature should network administrators
set up so guests can send traffic on the Internet without changes to the company routing solution?

A. Enable NAT on the VLAN assigned to the guest WLAN.

B. Set up a dynamic default gateway on the Mobility Controllers (MCs).

C. Create destination NAT rules for the guest role.
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D. Enable policy-based routing for the guest traffic.

Correct Answer: A

QUESTION 3

A network administrator reduces an AP radio transmit power from 18 dBm to 15 dBm. This is a loss of 3
dBms.

What is the current power as a percentage of the original power?

A. 10%

B. 33%

C. 50%

D. 83%

Correct Answer: C

QUESTION 4

Refer to the exhibit.
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Exam_Employees General VLANs _Sauurly_'l Access

More
Secure ——
Key Management: | WPA-2 Enterprise -,

Auth servers
Personal
Open +
Less Reauth interval: | 36400 sec.
Secure
Machine

authentication: | P'sabled

Blacklisting: Disabled

M—

Network administrators need to set up a WLAN that uses WPA2 encryption and authenticates users with a
preshared key (PSK) that is the same for all users. Administrators do not see where they should specify
the option for the preshared key.

What should the administrators do?

A. Click Personal in the slide bar.

B. Click the + icon in the Authentication server section

C. Return to the first page in the wizard and select the guest option

D. Configure an L3 authentication profile after the WLAN wizard is complete

Correct Answer: A

QUESTION 5

An Aruba solution has a WLAN that uses WPA2-Enterprise security. How are encryption keys dynamically managed for
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the wireless users?

A. The MM generates and distributes keys to clients and access points (APs).

B. Administrators configure identical key strings on the Mobility Controllers (MCs) and wireless client 802.1X settings.
C. Keys are generated and distributed securely during each wireless user authentication process.

D. Keys are derived from the preshared key configured on the WLAN and on each wireless client.

Correct Answer: C
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