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QUESTION 1

Which statement accurately describes configuration of Data and Management ports on the ClearPass appliance?
(Select two.)

A. Static IP addresses are only allowed on the management port.

B. Configuration of the data port is mandatory.

C. Configuration on the management port is mandatory.

D. Configuration of the data port if optional.

E. Configuration of the management port is optional.

Correct Answer: CD

The Management port (ethernet 0) provides access for cluster administration and appliance maintenance using the
WebUI, CLI, or internal cluster communication. This configuration is mandatory. The configuration of the data port is

optional. If this port is not configured, requests are redirected to the Management port.

References: http://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/1%20About%20Clea
rPass/Hardware_Appliance.htm

QUESTION 2

When a third party Mobile Device Management server is integrated with ClearPass, where is the endpoint information
from the MDM server stored in ClearPass?

A. Endpoints repository

B. Onboard Device repository

C. MDM repository

D. Guest User repository

E. Local User repository

Correct Answer: A

A service running in CPPM periodically polls MDM servers using their exposed APIs. Device attributes obtained from
MDM are added as endpoint tags. Profiler related attributes are send to profiler which uses these attributes to derive

final profile. References: ClearPass Profiling TechNote (2014), page 23 https://community.arubanetworks.com/aruba/att
achments/aruba/ForoenEspanol/653/1/ClearPass%20Profiling%20TechNote.pdf

QUESTION 3
Which collectors can be used for device profiling? (Select two.)

A. Username and Password
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B. ActiveSync Plugin

C. Client\\'s role on the controller
D. Onguard agent

E. Active Directory Attributes

Correct Answer: BD

QUESTION 4

Refer to the exhibit.
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Based on the network topology diagram shown, how many clusters are needed for this deployment?
Al

B.2

C.3

D.4

E.8

Correct Answer: D

References: http://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/5%20Cluster%20De
ployment/Design_guidelines.htm
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QUESTION 5

Refer to the exhibit.

Enforcement Policies - Enterprise Enforcement Policy

S

Enforcement:

Mame: Enterprise Enforcement Policy
Description: Enferzement policies far local and remcte employees
Enforcement Type: RADIIS
Default Profile: [Deny Access Profile]
Rules:

Rules Evaluation Algorithm: Evaluate all

Conditions Actions
| (Tips: Posture Equals HEALTHY (D)) . e m o
AND (Tips:Role MATCHES ANY Remote Worker [RADIUS] EMPLOYEE VLAN, [RADIUS]
1. |Role Engineer testqa) Remote Employee ACL

AND (Date:Day-of-Week NOT_BELONGS TO Saturday, Sunday)
2 {Tips:Role EQUALS Senior_Mgmt)

" |AND (Date:Day-of-Week NOT_BELONGS_TO Saturday, Sunday)
3 (Tips:Role EQUALS San Jose HR Local)

“ |AND (Tips: Posture EQUALS HEALTHY (0})

(Tips:Role EQUALS [Guest])

© |AND (Connection:5510 CON IAINGS guest)

(Tips:Role EQUALS Remote Worker) .
AND (Tips-Posture NOT_EQUALS HEALTHY (0)) RestrictedACL

[RADIUS] EMPLOYEE_VLAN

HRVLAN

4 [RADIUS] WIRELESS_GUEST_METNORK

d
Based on the Enforcement Policy configuration shown, when a user with Role Engineer connects to the network and the
posture token assigned is Unknown, which Enforcement Profile will be applied?

A. EMPLOYEE_VLAN

B. RestrictedACL

C. Deny Access Profile

D. HR VLAN

E. Remote Employee ACL

Correct Answer: C
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