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QUESTION 1

Refer to the exhibit.

Configurabion = Services = Edil - CompanyX Onboard Authonzaton

Services - CompanyX Onboard Authorization

Use Cached Results: 1 use cached Roles and Posture attributes from pravious sessons

ke : i [CompandiOm oRPoiy
Descnpbion: Sample policy controfling authorization during Onboard pravisiorsng
Defait Profie: [Dery Access Profile]
Fudes Evaluabion Algonthm: evaluate- all

! T ey ——rpremp e T TP TS

[Enatm: Day- of- Waeak

o Mondsy, Tuesday, Waednesdey, Thursday, Fiday, Saturday, Sunday )

[Aliow Access Profa]. [Aruba Terminate Session]

Based on the configuration of the Enforcement Profiles in the Onboard Authorization service shown, which Onboarding
action will occur?

A. The device will be disconnected from the network after Onboarding so that an EAP-TLS authentication is not
performed.

B. The device will be disconnected from and reconnected to the network after Onboarding is completed.
C. The device\\'s onboard authorization request will be denied.

D. The device will be disconnected after post-Onboarding EAP-TLS authentication, so a second EAP- TLS
authentication is performed.

E. After logging in on the Onboard web login page, the device will be disconnected form and reconnected to the network
before Onboard begins.

Correct Answer: B

QUESTION 2

Which IP address should be set as the DHCP relay on an Aruba Controller for device fingerprinting on ClearPass?
A. DHCP server IP

B. Active Directory IP

C. Switch IP

D. Microsoft NPS server IP

E. ClearPass server IP
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Correct Answer: E

QUESTION 3

An organization implements dual SSID Onboarding. The administrator used the Onboard service template to create
services for dual SSID Onboarding. Which statement accurately describes the outcome?

A. The Onboard Provisioning service is triggered when the user connects to the provisioning SSID to Onboard their
device.

B. The Onboard Authorization service is triggered when the user connects to the secure SSID.
C. The Onboard Authorization service is triggered during the Onboarding process.

D. The device connects to the secure SSID for provisioning.

E. The Onboard Authorization service is never triggered.

Correct Answer: C

QUESTION 4

What is the purpose of RADIUS CoA (RFC 3576)?

A. to force the client to re-authenticate upon roaming to a new Controller

B. to apply firewall policies based on authentication credentials

C. to validate a host MAC address against a whitelist or a blacklist

D. to authenticate users or devices before granting them access to a network
E. to transmit messages to the NAD/NAS to modify a user\\'s session status
Correct Answer: E

CoA messages modify session authorization attributes such as data filters. References:
https://tools.ietf.org/html/rfc3576

QUESTION 5

Which components can use Active Directory authorization attributes for the decision-making process? (Select two.)
A. Profiling policy

B. Certificate validation policy

C. Role Mapping policy

D. Enforcement policy
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E. Posture policy
Correct Answer: CD

C: Role Mappings Page - Rules Editor Page Parameters

Parameter Description

Type Tne rules edltor appears throughaut e Follcy Managar InteTace. It exposes diferentnemespacs dictlonares dependirg on context (Refer o Mamespacec.)
Ir the rele rapping eontex:, Policy Wanager allows attibutaes from fol owing namespaces:
e Appiclion

= Appication:Clearkass
« Autrentizaticn

« Authorization=authoizaton_scurce_instance= - Fol cy Managershows each instance ofthe authotizaton source for whicy attibutes have been configured to be fatchec.
{Sce Adding and Modifying Aathentcation Sources). Galy thosc attr butes thathave been corfigured lo oc fetched are showr in the altributes drop cowr list.

Connecton

Liate

Devece

Fnrlarint

GuestUszar

Hog:

Leocallszr

Cnboarc

1ACALE

RADIUS - All enzbled RADIUS vendor diclionaries.

EEREN]

AR RN

Mama Digalayz the drop-down is: of sttiibutes prezentin the selectad namezpaca

Uperato” Lisolays the drop-down 18 of context-apErepnate (with respec: to the atnibute data lype) operators. Op2rators fave the abvious Meaning; for stated d2nnrions of operator
meaning, refe- to Operators.

Value Depeacing or atir bute cata type this may be a free-form (ore or many ling) edit box, & drop-down list, or a timefdate widgst.

D: Enforcement Policy Attributes tab Parameters

Attribute Description

Type: Selectthe type of attributes from the drop-down list

Host See Host Namespaces

l Authentication See Authenfication Namespaces

Connection See Connection Namespaces

Application See Application Namespace

Radius:IETF See RADIUS Namespaces
Radius:Cisco
Radius:Microsoft
Radius:Avenda
Radius:Aruba

Name The options displayed for the Name aftribute depend on the Type aftribute that was selecied.
Value The options displayed for the Value aftribute depend on the Type and Name atfributes that were selected.
References:

http://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/CPPM_UserGuide/identity/RoleM
appingPolicies.html http://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/

CPPM_UserGuide/PolicySim/PS_Enforcement_Policy.htm
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