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QUESTION 1

Which database in the Policy Manager contains the device attributes derived by profiling?

A. Endpoints Repository

B. Client Repository

C. Local Users Repository

D. Onboard Devices Repository

E. Guest User Repository

Correct Answer: A

Configure [Endpoints Repository] as Authorization Source. Endpoint profile attributes derived by Profile are available
through the "[Endpoint Repository]\\' authorization source. These attributes can be used in role-mapping or enforcement
policies to control network access. Available attributes are: Authorization:[Endpoints Repository]:MAC Vendor
Authorization:[Endpoints Repository]:Category Authorization:[Endpoints Repository]:OS Family Authorization:[Endpoints

Repository]:Name References: ClearPass Profiling TechNote (2014), page 29 https://community.arubanetworks.com/ar
uba/attachments/aruba/ForoenEspanol/653/1/ClearPass%20Profiling%20TechNote.pdf

QUESTION 2

Refer to the exhibit.

Subscriber xxﬁuhscrjﬁw /wm
Publisher _

Main Data Center o I —— Mid-size Branch

A customer wants to enable Publisher redundancy.

Based on the network topology diagram shown, which node should the network administrator configure as the standby
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Publisher for the Publisher in the main data center?

A. Subscriber in the main data center

B. Publisher in the regional office

C. Any of the other three Publishers

D. Publisher in the mid-size branch

E. Publisher in the DMZ

Correct Answer: A

ClearPass Policy Manager allows you to designate one of the subscriber nodes in a cluster to be the Standby Publisher,
thereby providing for that subscriber node to be automatically promoted to active Publisher status in the event that the

Publisher goes out of service. This ensures that any service degradation is limited to an absolute minimum.

References: http://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/5%20Cluster%20De
ployment/Standby_publisher.htm

QUESTION 3

Which use cases will require a ClearPass Guest application license? (Select two.)
A. Guest device fingerprinting

B. Guest endpoint health assessment

C. Sponsor based guest user access

D. Guest user self-registration for access

E. Guest personal device onboarding

Correct Answer: CD

QUESTION 4

Refer to the exhibit.
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Authentication Sources - remotelab AD

Summary m Primary Attributes

Name: retemotelab AD
Description:
Type: Active Directory

User for Authorization: 4 Enable to use this authentication source to

Authorization Sources:

[-— Select -- — ]
Server Timeout: 10 seconds
Cache Timeout: 36000 |seconds

Backup Servers Priority:

What does the Cache Timeout Value refer to?
A. The amount of time the Policy Manager caches the user credentials stored in the Active Directory.

B. The amount of time the Policy Manager waits for a response from the Active Directory before checking the backup
authentication source.

C. The amount of time the Policy Manager caches the user attributes fetched from Active Directory.

D. The amount of time the Policy Manager waits for response from the Active Directory before sending a timeout
message to the Network Access Device.

E. The amount of time the Policy Manager caches the user\s client certificate.

Correct Answer: C
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QUESTION 5

Refer to the exhibit.

Home >> Configuration >> Web Logins
RADIUS Web Login

Use this form to make changes to the RADIUS Web Login Guest Network.

* Name: | Guest Network |
Enter a name for this web login page.
Page Name: [Aruba login |

Enter a page name for this web login.
The web login be accessible from “/guest/page name.php”.

Description:

Comments or descriptive text about the web login.
* Vendor Settings: ||Aruba Networks |¥|

Select a predefined group of settings suitable for standard network
configurations.

Address: |securelogin arubanetworks.com |
Enter the IP address or hostname of the vendor's product here.
Secure Login: | Use vendor default |¥|

Select a security option to apply to the web login process.

Dynamic Address:  |[ | The controller will send the IP to submit credentials

In multi-controller deployments, it is often required to pest credentials
to different addresses. The address above will be used whenever the
parameter is not available or fails.

When configuring a Web Login Page in ClearPass Guest, the information shown is displayed. What is the page name
field used for?

A. for forming the Web Login Page URL

B. for Administrators to access the PHP page, but not guests

C. for Administrators to reference the page only

D. for forming the Web Login Page URL where Administrators add guest users

E. for informing the Web Login Page URL and the page name that guests must configure on their laptop wireless
supplicant.

Correct Answer: A
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The Page Name is an identifier page name that will appear in the URL -- for example, "/guest/page_name.php".

References:

http://www.arubanetworks.com/techdocs/ClearPass/CPGuest_ UG_HTML_6.5/Content/Configuratio
n/CreateEditWebLogin.htm
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