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QUESTION 1

Refer to the exhibit.

m Policy Mapping rules

Policy:

Policy Name: WLAN role mapping
Description:

Default Role: [Guest]

Mapping Rules:

Rules Evaluation Algorithm: Evaluate all

Conditions Role Name
1. (Authorization:remotelab AD:Department EQUALS Product Management) Executive
OR (Authorization:remotelab AD:UserDN EQUALS Executive)
2. (Authorization: [Endpoints Repository]:0S Family EQUALS _IGNORE_CASE Vendor
Windows)
3. [(Authorization: [Endpoints Repository]:Category CONTAINS SmartDevice) i0S Device
AND (Authorization: [End points Repository]:0S Family EQUALS IGNORE_CASE
Apple)
4, (Authorization:remotelab AD:Department EQUALS HR) HR Local

OR (Connection:NAD-IP-Address BELONGS_TO_GROUP HQ)
OR (Date:Day-of-Week NOT_BELONGS_TO Saturday, Sunday)
5. (Host:OSType CONTAINS Fedora) Linux User
OR (Host:0SType CONTAINS Redhat)
OR (Host:05Type CONTAINS Ubuntu)
6. Connection:NAD-IP-Address BELONGS_TO_GROUP Remote NAD) Remote Employee

An AD user\\'s department attribute is configured as "HR". The user connects on Monday using an Android phone to an
Aruba Controller that belongs to the Device Group Remote NAD. Which roles are assigned to the user in ClearPass?
(Select two.)

A. Executive

B. iOS Device

C. Vendor

D. Remote Employee

E. HR Local

Correct Answer: DE
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QUESTION 2

A hotel chain deployed ClearPass Guest. When hotel guests connect to the Guest SSID, launch a web browser and
enter the address www.google.com, they are unable to immediately see the web login page. What are the likely causes
of this? (Select two.)

A. The ClearPass server has a trusted server certificate issued by Verisign.

B. The ClearPass server has an untrusted server certificate issued by the internal Microsoft Certificate server.

C. The ClearPass server does not recognize the client\\'s certificate.

D. The DNS server is not replying with an IP address for www.google.com.

Correct Answer: BD

You would need a publicly signed certificate.

References: http://community.arubanetworks.com/t5/Security/Clearpass-Guest-certificate-error-for-guest-visitors/td-
p/221992

QUESTION 3

What are Operator Profiles used for?

A. to enforce role based access control for Aruba Controllers

B. to enforce role based access control for ClearPass Policy Manager admin users

C. to enforce role based access control for ClearPass Guest Admin users

D. to assign ClearPass roles to guest users

E. to map AD attributes to admin privilege levels in ClearPass Guest

Correct Answer: C

An operator profile determines what actions an operator is permitted to take when using ClearPass Guest.
References:

http://www.arubanetworks.com/techdocs/ClearPass/CPGuest_UG_HTML_6.5/Content/OperatorLog
ins/OperatorProfiles.htm

QUESTION 4

Refer to the exhibit.
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¥ Include device information in TLS client certificatas
Subject Alternative Mame: Stere infg an about the device in the subjectiltName extension of the certificate

What is the purpose of the "Clock Skew Allowance\\' setting? (Select two.)

A. to ensure server certificate validation does not fail due to client clock sync issues

B. to set start time in client certificate to a few minutes before current time

C. to adjust clock time on client device to a few minutes before current time

D. to ensure client certificate validation does not fail due to client clock sync issues

E. to set expiry time in client certificate to a few minutes longer than the default setting

Correct Answer: D

Clock Skew Allowance adds a small amount of time to the start and end of the client certificate\\'s, not the server
certificate\\'s, validity period. This permits a newly issued certificate to be recognized as valid in a network where not all
devices are

perfectly synchronized.

References:

http://www.arubanetworks.com/techdocs/ClearPass/6.6/Guest/Content/Onboard/EditingCASettings.htm

QUESTION 5

What does Authorization allow users to do in a Policy Service?

A. To use attributes in databases in role mapping and Enforcement.

B. To use attributes stored in databases in Enforcement only, but not role mapping.

C. To use attributes stored in external databases for Enforcement, but not internal databases.
D. To use attributes stored in databases in role mapping only, but not Enforcement.

E. To use attributes sored in internal databases for Enforcement, but not external databases.

Correct Answer: A
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