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QUESTION 1

An organization implements dual SSID Onboarding. The administrator used the Onboard service template to create
services for dual SSID Onboarding. Which statement accurately describes the outcome?

A. The Onboard Provisioning service is triggered when the user connects to the provisioning SSID to Onboard their
device.

B. The Onboard Authorization service is triggered when the user connects to the secure SSID.
C. The Onboard Authorization service is triggered during the Onboarding process.

D. The device connects to the secure SSID for provisioning.

E. The Onboard Authorization service is never triggered.

Correct Answer: C

QUESTION 2

In which ways can ClearPass derive client roles during policy service processing? (Select two.)
A. From the attributes configured in Active Directory

B. From the server derivation rule in the Aruba Controller server group for the client

C. From the Aruba Network Access Device

D. From the attributes configured in a Network Access Device

E. Through a role mapping policy

Correct Answer: AE

QUESTION 3

An employee authenticates using a corporate laptop and runs the persistent Onguard agent to send a health check back
the Policy Manager. Based on the health of the device, a VLAN is assigned to the corporate laptop. Which licenses are
consumed in this scenario?

A. 1 Policy Manager license, 1 Onboard License

B. 2 Policy Manager licenses, 1 Onguard License

C. 1 Policy Manager license, 1 Profile License

D. 2 Policy Manager licenses, 2 Onguard licenses

E. 1 Policy Manager license, 1 Onguard License

Correct Answer: E
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QUESTION 4

Refer to the exhibit.

Home >> Configuration >> Web Logins
RADIUS Web Login

Use this form to make changes to the RADIUS Web Login Guest Network.

* Name: | Guest Network |
Enter 2 name for this web login page.
Page Name: |Aruba login |

Enter a page name for this web login.
The web login be accessible from “/guest/page name.php”.

Description:

Comments or descriptive text about the web login.
* Vendor Settings: | Aruba Networks |¥|

Select a predefined group of settings suitable for standard network
configurations.

Address: |securelogin arubanetworks.com |

Enter the IP address or hostname of the vendor’'s product here.
Secure Login: | Use vendor default ¥ |

Select a security option to apply to the web login process.
Dynamic Address: || | The controller will send the IP to submit credentials

In multi-controller deployments, it is often required to post credentials
to different addresses. The address above will be used whenever the
parameter is not available or fails.

When configuring a Web Login Page in ClearPass Guest, the information shown is displayed. What is the Address field
value “securelogin.arubanetworks.com\\' used for?

A. for ClearPass to send a TACACS+ request to the NAD

B. for appending to the Web Login URL, before the page name
C. for the client to POST the user credentials to the NAD

D. for ClearPass to send a RADIUS request to the NAD

E. for appending to the Web Login URL, after the page name.
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Correct Answer: C

QUESTION 5

A customer wants all guests who access a company\\'s guest network to have their accounts approved by the
receptionist, before they are given access to the network. How should the network administrator set this up in
ClearPass? (Select two.)

A. Enable sponsor approval confirmation in Receipt actions.

B. Configure SMTP messaging in the Policy Manager.

C. Configure a MAC caching service in the Policy Manager.

D. Configure a MAC auth service in the Policy Manager.

E. Enable sponsor approval in the captive portal authentication profile on the NAD.

Correct Answer: AD

A:

Sponsored self-registration is a means to allow guests to self-register, but not give them full access until a sponsor
(could even be a central help desk) has approved the request. When the registration form is completed by the
guest/user,

an on screen message is displayed for the guest stating the account requires approval.

Guests are disabled upon registration and need to wait on the receipt page for the confirmation until the login button
gets enabled.

D.
Device Mac Authentication is designed for authenticating guest devices based on their MAC address.
References: ClearPass Policy Manager 6.5 User Guide (October 2015), page 94

https://community.arubanetworks.com/aruba/attachments/aruba/SoftwareUserReferenceGuides/52/1/ClearPass%20Poli
cy%20Manager%206.5%20User%20Guide.pdf
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