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QUESTION 1

A bank would like to deploy ClearPass Guest with web login authentication so that their customers can selfregister on
the network to get network access when they have meetings with bank employees. However, they\\'re concerned about

security.
What is true? (Choose three.)

A. If HTTPS is used for the web login page, after authentication is completed guest Internet traffic will all be encrypted
as well.

B. During web login authentication, if HTTPS is used for the web login page, guest credentials will be encrypted.
C. After authentication, an IPSEC VPN on the guest\\'s client be used to encrypt Internet traffic.
D. HTTPS should never be used for Web Login Page authentication.

E. If HTTPS is used for the web login page, after authentication is completed some guest Internet traffic may be
unencrypted.

Correct Answer: BCE

QUESTION 2

Refer to the exhibit.

Configuration = Enforcement = Policies = Edit - Onboord Provisioning = Aruba
Enforcement Policies - Onboard Provisioning - Aruba

| comer

Enforcement:
Name: Onboard Provisioning - Aruba
Description: Enforcement policy: controlling. network access for device provisioning
Enforcement Type: RADIUS
| Dafault Profilo: i [Deny Access Prafile]
Buless
Rules Cvalustion Algorithm: First npplicable
; Conditions ’ Actions.
1. [(Authentication:OuterMethod EQUALS EAB-TIS)  [Allow Access Profilal, Onboard Post-Provisioning = Aruba
-2l fAuthentdeation: Souree EQUALS [Onbonrd Devices Repository]) [Allow Access Profile], Onboorc Post-Provisioning - Aruba

:l%EAMWmHM:SNﬂ'HDTjQUALS [Onboard Devices Ropositery])  [Allow Access Profile ], Onboard Pre-Provisioning = Aruba

An employee connects a corporate laptop to the network and authenticates for the first time using EAP-TLS. Based on
the Enforcement Policy configuration shown, which Enforcement Profile will be sent?

A. Onboard Post-Provisioning - Aruba
B. Onboard Pre-Provisioning - Aruba
C. Deny Access Profile

D. Onboard Device Repository
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Correct Answer: A

QUESTION 3

Which statement is true? (Choose two.)

A. Mobile device Management is the result of Onboarding.

B. Third party Mobile Device Management solutions can be integrated with ClearPass.

C. Mobile Device Management is the authentication that happens before Onboarding.

D. Mobile Device Management is an application container that is used to provision work applications.
E. Mobile Device Management is used to control device functions post-Onboarding.

Correct Answer: BE

QUESTION 4

Refer to the exhibit.

Configuration » Identity » Role Mappings » Edit - [Guest Roles]
Role Mappings - [Guest Roles]

| Rules Evaluation Algarit-hm: ® Select first match © Select all matches
| Role Mapping Rules:

~ Conditions "-':"*-“ e e e f e e e Role Name
_1| {GuastUser:Role ID £0Q '_E.r_:cntractorz »
2; {GuestUg.}er:Role-..Ib i [Guest]
:L',. (GuestUser:Role 1D &0 53 [Employeael
_ 4: {Guestﬂser:ﬁﬁié.m P Test quest role ereation

Based on the Guest Role Mapping Policy shown, what is the purpose of the Role Mapping Policy?
A. to display a role name on the Self-registration receipt page

B. to send a firewall role back to the controller based on the Guest User\\'s Role ID

C. to assign Controller roles to guests

D. to assign three roles of [Contractor], [Guest] and [Employee] to every guest user

E. to create additional account roles for guest administrators to assign to guest accounts

Correct Answer: C
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QUESTION 5

Refer to the exhibit.

Configuration » Enforcement » Policies » Edit - Vlan enforcement

Enforcement Policies - Vlan enforcement

Enforcement Rules

Enforcement:
Name: Vlan enforcement
Description:
Enforcement Type: RADIUS
Default Profile: Internet VLAN
Rules:
Rules Evaluation Algorithm: First applicable
Conditions Actions
1. (Tips: Role EQUALS Enginzer Full Access VLAN

AND (Date:Day-of-Week BELONGS_TO Monday, Tuesday,
Wednesday, Thursday, Friday)
AND (Connection:Protocol EQUALS RADIUS)

2. (Tips: Role EQUALS Manager) Full Access VLAN
AND (Connection:Protocol BELONGS_ TO RADIUS, TACACS,
WEBAUTH, Application)

3. (Tips: Role EQUALS Enginzer Employee VLAN
AND (Connection:Protocol BELONGS _ TO WEBAUTH,]

Based on the Policy configuration shown, which VLAN will be assigned when a user with ClearPass role Engineer
authenticates to the network successfully on Saturday using connection protocol WEBAUTH?

A. Full Access VLAN
B. Employee VLAN
C. Internet VLAN

D. Deny Access

Correct Answer: B
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