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QUESTION 1

What must a network administrator configure on ClearPass to enable RADIUS authentication with a network access
device (NAD)\\'? (Select two.)

A. An NTP server needs to be set up on the NAD

B. The ClearPass server certificate must be installed on the NAD

C. A shared secret must be configured on the ClearPass server and NAD

D. The ClearPass server must have the network device added as a valid NAD
E. A bind usemame and bind password must be provided

Correct Answer: CD

QUESTION 2

Refer to the exhibit.

Configuration » Authentication » Sources » Add - remotelab AD
Authentication Sources - remotelab AD

Summary General Primary { Attributes I

Fi
1A Aurbutss__browse | _riner

Filter Name: Authentication
Filter Query: (&{sAMACcountName ={Authentication Username J{objectClass musen)
Name Alias Name Data type Enabled £
1.dn UserDN | String -
2. department Department String
3. title Title String Attribute
:' :' 4. company company String

5. memberOf memberOf sifStingl T ;-m

A user has enabled “department\\' and ‘'memberOf\\' as roles. What is the direct effect of the user\\'s action?
A. The user\\'s authentication will be rejected if the user does not have an admin user group membership in AD.

B. The user\\'s memberOf attribute is sent back to the controller as a firewall role.
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C. The user\\'s department and group membership will be seen in the Access tracker roles section.
D. The user\\'s authentication will be rejected if the user does nothave a department attribute in AD.
E. The user\\'s department is sent back to the controller as a firewall role.

Correct Answer: A

QUESTION 3

What is the purpose of ClearPass Onboarding?
A. to remotely control devices

B. to provision and revoke device credentials
C. to control loT device access

D. to manage firmware and patches

Correct Answer: B

QUESTION 4

An organization wants to ensure a client\\'s antivirus is installed and up to date prior to allowing network
access.

Which ClearPass feature can be used to accomplish this?

A. Guest with sponsor approval

B. OnGuard

C. Guest with self-registration

D. Onboarding

E. RADIUSAuthorization

Correct Answer: B

QUESTION 5

Which ClearPass collectors are valid for profiling information? (Select two.)
A. FTP

B. SNMP

C. Active Sync
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D. On-enrollment
E. Active Directory

Correct Answer: BC

Reference:
http://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/CPPM_User Guide/
PolicyProfile/Collectors.htm

Answer:
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