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QUESTION 1

What is the purpose of a RADIUS IETP Session Timeout attribute being sent to an Aruba Controller when a guest
authenticates successfully?

A. For the controller to initiate a RADIUS re-authentication automatically when the time limit is reached.
B. For ClearPass to send a RADIUS CoA message to the client when the time limit is reached.

C. For the user to initiate a RADIUS re-authentication when the time limit is reached.

D. For ClearPass to send a RADIUS CoA message when the time limit is reached.

E. For the Controller to end the user\\'s authenticated session when the time limit is reached.

Correct Answer: E

QUESTION 2

Refer to the exhibit.

Enforcement Policies — Corp SSID Access
1iinElg @ Enforcement  Rules

Enforcement:
Name: Corp SSID Access
Description:
Enforcement Type: RADIUS
Default Profile: Allow Internet Only Access
Rules:
Rules Evaluation Algorithm: First applicable
1. (Tips:Role employee) Allow Full Access
2. (Tips:Role [Contractor]} Corp Secure Contractor
3. (Tips:Role Corp BYOD) Secure Corp BYOD Access
Configuration — ldentity = Local User
Local Users
Filter: Role - contains cmploycc S Go |Clear Filter]
- UseriD, a Name Role
1. john jchn [Emplovee]
2. mtke mi[ce [Emplovee]
3 neil neil [Emplovee]

Siruowersg -3 of 3
Exhibitc=RCCAETZ2G2

What will be the enforcement for the user "neil"?
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A. Allow Internet Only Access
B. Allow Full Access

C. Corp Secure Contractor

D. Secure Corp BYOD Access

Correct Answer: B

QUESTION 3

Where is the web login page created in the ClearPass UI?
A. WebAuth Service

B. Captive Portal Profile

C. ClearPass Policy Manager

D. Guest LoginService

E. ClearPass Guest

Correct Answer: E

Reference: http://www.arubanetworks.com/techdocs/ClearPass/CPGuest_UG_HTML_6.5/Content/Configuratio n/
CreateEditWebLogin.htm

QUESTION 4

What happens when a client successfully authenticates but does not match any Enforcement Policy rules?
A. no role is applied to the device

B. logon profile is applied to the device

C. default Enforcement profile is applied

D. guest rule is applied to the device

E. default rule is applied to the device

Correct Answer: C

QUESTION 5
A customer would like to authenticate employees using a captive portal guest web login page. Employees

should use their AD credentials to login on this page.
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Which statement is true?

A. Employees must be taken to a separate web login page on the guest network.

B. The customer needs to add second guest service in the policy manager for the guest network.
C. The customer needs to add the AD server as an authentication source in a guest service.

D. The customer needs to add the AD servers RADIUS certificate to the guest network.

Correct Answer: C
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