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QUESTION 1

In ClearPass, which two service configuration can process credentials from a web Login Page? (Choose two.)
A. Guest Service MAC Authentication

B. MSCHAP RADIUS Service

C. Aruba Application Authentication

D. WebAuth Service

E. EAP-PEAP RADIUS Service

Correct Answer: CE

QUESTION 2

What is a RADIUS Change of Authorization?

A. It allows ClearPass to change the user role for the client without disconnecting.

B. It allows ClearPass to transmit messages to the NAD/NAS to modify a user\\'s session status.
C. It forces the client to re-authenticate upon roaming to an access point.

D. It is a mechanism that allows ClearPass to assign a new VLAN to a wired user.

Correct Answer: B

QUESTION 3

Which statement most accurately describes how the HTTP collector words for profiling?

A. HTTP packets are inspected whena user accesses any guest page on ClearPass.

B. When a user access the Aruba controller captive portal page, HTTP packets are captured by ClearPass.
C. HTTP packets are inspected only when a user accesses the ClearPass administration Ul page.

D. When a user accesses any internet page, HTTP packets are captured by ClearPass.

E. HTTP packets are forwarded from the Controller to ClearPass.

Correct Answer: A

QUESTION 4

Based on the information provided, what is the status of the network? (Select two.)
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o fiEnable checks for Windows 7

8 A firewall application Is on
(4 Remediation checks Auto Remediation User Notification
Windows 7 @ Product-specific checks ! (Uncheck to allow any product)

l:l Services

1 Processes

LI Registry Keys

L3 AntiVirus

L3 AntiSpyware

el Firevall

&3 Peer To Peer

17 Patch Management
{3 Windows Hotfixes
14 USE Devices

A. Posture check is enabled for Windows 7 OS.

B. Posture check is enabled for firewall client application in Windows 7 OS.

C. Auto remediation is enabled, hence the client will be forced to enable the firewallif it is found disabled.
D. Auto remediation can force the client to enable the firewall and also sends a notification to user.

E. Auto remediation cannot force the client to enable the firewall, it can only send notification to the user.

Correct Answer: AC

QUESTION 5

Refer to the exhibit.
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( (Radius:IETF:NAS-Port-Type EQUALS Ethemet (15))
AND (Radlus:IETF:Service-Type BELONGS_TO Login-User (1), Framed-

User (2), Authenticate-Only (8)) )

IConfiguration>>Services>>Reorder AND (Connection:Protocol EQUALS RADIUS)

Reorder Services e
Order Name P ame
[PﬂlichanauerAdm}nﬂth".. — ot
Service] '_,.- | Service Rule
2  podBwired ( (Radius:1ETF:NAS-Port-Type BELONGS_TO Ethernet (15), Wireless- ||
-l 80211 (19)) |
3 pOdB-mac auth @t e mm e ey (Radius:IETF: Service-Type BELONGS_TO Login-User (1), Call- g
4 podﬁwnrelessa | Check (10}) i
W AND (Connection:Client-Mac-Address EQUALS %{Radius: IETF:User-

'-.., I Name)) )
= J| AND (Connection:Protocol EQUALS RADIUS)

{us:lETF:N.ﬁS-Pm-T‘m! EQUALS Wireless-802.11 (19))
ND (Radius:IETF:Service-Type BELONGS_TO Login-User (1), Framed-

r (2), ﬂuthmticate-ﬂnlv (8))

A user connects to an Aruba Access Point wireless SSID named "secure-corporate” and performs an 802.1X
authentication with ClearPass as the authentication server. Based on this service configuration, which service will be
triggered?

A. pod8-mac auth

B. Noservice will be triggered

C. pod8wireless

D. [Policy Manager Admin Network Service]

E. pod8wired

Correct Answer: A
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