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QUESTION 1

A customer wants to use the OS information of devices in the Enforcement policy. Which source should be added as an
authorization source?

A. OnGuard Repository
B. Guest User Repository
C. Local User Repository
D. Endpoints Repository
E. Active Directory

Correct Answer: D

QUESTION 2

What are two ways that devices can download the Onboard provisioning profile and credentials from ClearPass?
(Choose two.)

A. from the Android market
B. Over-the-Air API

C. download from iTunes
D. Bonjour

Correct Answer: BD

QUESTION 3

Refer to the exhibit.

Authentication Sources — remotelab AD
Summary General Primary [LUGTAEH )

ad Configure Filter
LA e i1 Attributes Browse Filter

Filter Name: Authentication
Filter Query: (&{sAMAccountName="%(Authentication:Usemame]}{objectClass=user))
Name Alias Name Data type Enabled

14 dn UserDn String '

2. department Department String Rale ]
2G| O title Title String Attribute
L w 4 company company String

© 5. memberOf memberOf - 'Siring_ ‘IRole |

Exrhibic:BCCRAT—Z2E2
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An administrator has enabled “department\\' and ‘memberOf\\' as roles. Which effect will this have on Enforcement?
A. The user\\'s memberOf attribute is sent back to the controller as a firewall role.

B. The user\\'s authentication will be rejected if the user does not have a department attribute in AD.

C. The user\\'s department and group membership must be included in role mapping rules.

D. The user\\'s department and group membership will be available as roles for evaluation by the enforcement policy.

Correct Answer: C

QUESTION 4

When using an Active Directory authentication source, you must configure a Bind DN. Which two statements are true
about Bind DN? (Choose two.)

A. The Bind DN needs to be a Service Account Type.

B. The Bind DN must be an Administrator Account.

C. ClearPass Uses the Bind DN to search the Directory.
D. ClearPass Uses the Bind DN to update User Attributes.
E. The Bind DN needs Read/Write access to the Directory.

Correct Answer: BC

QUESTION 5

What must be configured when a network administrator wants to configure RADIUS authentication with a network
access device (NAD)? (Choose two.)

A. The NAD and ClearPass must be configured for NTP time synchronization.
B. The NAD must be configured for RADIUS accouning.

C. The ClearPass EAP/RADIUS server certificate must be installed on the NAD.
D. ClearPass and the NAD must have the same shared secret.

E. The NAD must be configured as a known network device in ClearPass.

Correct Answer: DE
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