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QUESTION 1

Refer to the exhibit.

Enforcement Policies — Corp SSID Access
i iElg @ Enforcement  Rules

Enforcement:
Name: Corp SSID Access
Description:
Enforcement Type: RADIUS
Default Profile: Allow Internet Only Access
Rules:
Rules Evaluation Algorithm: First applicable
1. (Tips:Role employee) Allow Full Access
2, (Tips:Role : [Contractor]} Corp Secure Contractor
3. (Tips:Role =01/4 L5 Corp BYOD) Secure Corp BYOD Access
Canfiguration — Hentity = Local User
Local Users
Filter: Role = contains employce Sl Go |Clear Filter]
- Useril), a Name Role
1. john jchn [Emplovee]
2 mike mike [Emplovee]
3 neil neil [Emplovee]

Siuowesg 3-3 of 3
Exhihic::RCCART 2827
What will be the enforcement for the user "neil"?
A. Allow Internet Only Access
B. Allow Full Access
C. Corp Secure Contractor
D. Secure Corp BYOD Access

Correct Answer: B

QUESTION 2

ClearPass Onboard uses which type of WLAN security once the user has authenticated and onboarded the client?

A. EAP-PEAP

B. EAP-RADIUS
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C.SSL
D. EAP-LEAP E. EAP-TLS

Correct Answer: E

QUESTION 3

Based on the self-registration customization, what is the expected outcome?

Customize Guest Registration

NAS Login

Qpbong cortrolling lopging mba 2 NAS for self-registerad guasts,

Enabled: [ Enable guest login to a Network Access Sarver

Arvba Nebiorks -
Select a pradefined group of settings suitable for standard network configurations.

Controller-nitiated — Guest browser perfarms HTTP farm submit -
Login Method:  select how the user's network login will be handlsd,
Server-nitiated lagins reguire the user's MEC address o be available, usually from the captive p

* vendor Settngs:

securelogin arbanetworks.com

[P Address:
Entar the 1P addrecs or Bostnama of the vendor's produdt bers.

Secre Login: Uso vendor default -
Select a secunly opbion to-apply to the web login process.

[T The controller will send the IP be submit credentials

Dynamic Address:  in multi-controdlar depleyments, it ik often requinad to post cradentisls to diffarent addrecsss ma
The-adidress abpve will be used whenaver the parameter i not avadable of fails the reatiremiit

Dafault Destination
Options for controthing the destination clients will redirest to after [agi.

Default URL:  Entorthe default URL to rediect chents:
Ploase ansure you prepend “http /)" for apy extemal doeman,

Il Force default destination for 2l disnts
If selected; the client's default destinal i will b overnddan rmaariess of iz value,

SR oovo Chonoes | & save and Coinve [

A. When the user connects to an ArubaNAD device, the user will be redirected to this self- registration page.

Overnde Destinabion:

B. When the user completes the self-registration form, a NAS login request will be sent from the client to ClearPass
alternate domain at securelogin.arubanetworks.com.

C. When the userbrowses to securelogin.arubanetworks.com, the user will be redirected to the self-registration page.

D. User credentials will be sent to the NAD device when the user clicks the login button on the self-registration receipt
page.

E. When the user clicks the register button on the self-registration page, user credentials will be sent to the NAD.

Correct Answer: B
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QUESTION 4

Which options are parts of the features in the ClearPass Policy Manager module? (Choose three.)
A. Context-based Policy Engine

B. Endpoint Context Reporting

C. Authentication Source Management

D. Guest Account Management

E. Enforcement Policies and Logic

Correct Answer: ABE

QUESTION 5

When enforcement action is used in ClearPass to bounce a client?
A. Webpage redirect

B. ACL

C. VLAN attribute

D. RADIUS VSA

E. RADIUS CoA

Correct Answer: E

In the Profiler tab, change the RADIUS CoA Action to "[Cisco - Bounce-Host-Port]". Make sure your switch is configured
for this.

Reference: http://community.arubanetworks.com/t5/Security/MAC-Auth-Service-for-AP-s-Printers-Etc/td- p/243252
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