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QUESTION 1

What is the purpose of using a role mapping policy in an 802.1x service with Active Directory as the authentication
source?

A. to translate and combine AD attributes into ClearPass roles

B. to send roles from ClearPass to theAD user to update a user\\'s group membership
C. to enable attributes as roles directly without needing role mapping rules

D. to send Aruba firewall roles back to the Aruba Network Access Device

E. to send details of a user\\'s connection to the AD user to store in its database

Correct Answer: B

QUESTION 2

Refer to the exhibit.

Service One

Service Rule

Operator

1. Radius: IETF NAS-Port-Type EQUALS Ethernet(15) )
%. Egﬁw& 1:II_EEF %E-STECE—TWE BELONGS_TO  Login-User(1), Framed-User~

AL EQUALS (2), Authenticate-Only (B) =
Service Two Secure-Corporate

Service Rule

Operator

12. Eagius: IEE g.IAS_-Pnflt_-TypE EQUALS Wireless-802.11 (19)
. Radius: ervice-Type : "
. Connection SSID vp EEb’iTgS_TD Lugln—User(_‘l ), Framed-User
(2), Authenticate-Only (B) =
Service Three Secure-coroporate
Service Rule
' Operator

L pas I o e EQUALS Wireless-802.11 (19)

- Radius: Ervice- BELONGS TO : )
3. Connection Elier‘rt—!'ﬂatﬂﬁidress NOT EQUALS Login-User(1), Framed-User «

(2), Authenticate-Only (B) =
%o{Radius IETF User-Name}

A user connects to an Aruba Access Point wireless SSID named "Secure-Corporate" and performs an 802.1X
authentication with ClearPass as the authentication server. Based on this service configuration, which service will be
triggered?

A. Service Three
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B. Service Two
C. No service will be triggered.
D. Service One

Correct Answer: A

QUESTION 3

Which three items can be obtained from device profiling? (Choose three.)
A. Device Location

B. Device Type

C. Device Family

D. Device Category

E. Device Health

Correct Answer. ABD

QUESTION 4

Which licenses are included in the built-in starter kit for ClearPass?

A. 10 ClearPass Guest licenses,10 ClearPass OnGuard licenses and 10 ClearPass Onboard licenses
B. 10 ClearPass Enterprise licenses

C. 25 ClearPass Policy Manager licenses

D. 25 ClearPass Profiler licenses

E. 25 ClearPass Enterprise licenses

Correct Answer: E

QUESTION 5

Which statement most accurately describes how users with Active Directory credentials authenticate with ClearPass
when Active Directory is used as an authentication source for an 802.1x service in ClearPass?

A. A Kerberos request is sent from the Network Access Device to ClearPass which initiates a RADUIS request to the
AD server.

B. A RADIUS request is sent from the Network Access Device to the AD server which communicates with ClearPass.

C. An LDAP request is sent from the Network AccessDevice to the AD server which communicates with ClearPass.
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D. An LDAP request is sent from the Network Access Device to ClearPass which initiates a RADIUS request to the AD
server.

E. A RADIUS request is sent from the Network Access Device to the ClearPasswhich communicates with the AD
server.

Correct Answer: C

Reference: http://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/3%20Active %
20Directory/AD_auth_source_adding.htm
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