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QUESTION 1

An administrator implements blacklisting of users that fail authentication functions three or more times. By default, how
long will these users have to wait before they can successfully log into the network again?

A. 15 minutes
B. 1 hour

C. 4 hour

D. 24 hours

Correct Answer: D

QUESTION 2

An administrator troubleshoots a roaming problem where a user loses connectivity to the network during the roaming
process. To help troubleshooting this problem, which device or devices in a wireless network initiates the roaming
process?

A. Both the client and the controller

B. The AP

C. The Client

D. The Controller

Correct Answer: B

QUESTION 3

A Microsoft RADIUS server is used to centralize AAA functions by a company. Upon a successful authentication lookup
performed by an Aruba Mobility Controller (MC), the administrator wants to have the RADIUS server pass back the
correct post-authentication role name that the controller should apply to the user\\'s traffic.

Which additional task must the administrator perform for the controller\\'s configuration to implement this process?

A. Install ClearPass\\'s VSA file on the controller.

B. Install Microsoft\\'s VSA file on the controller.

C. Configure the server-derived rules on the controller.

D. Enable AAA on the controller.

Correct Answer: A
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QUESTION 4

An administrator wants to implement bandwidth limits for guest users to restrict their Internet usage. On the Mobility
Master (MM), where would the administrator define these limits?

A. User role

B. Firewall policy
C. AAA policy

D. 802.1X policy
Correct Answer: B

Reference: https://community.arubanetworks.com/t5/Wireless-Access/Adding-a-Guest-User-with-Limitedbandwidth-
access/td-p/95563

QUESTION 5

A guest establishes an authenticated wireless session to an Aruba Mobility Controller (MC). The controller uses a
ClearPass server for all AAA functions.

Which AAA component disconnects the user when the guest exceeds their allowed duration?
A. RADIUS Change of Authorization

B. Active Directory Session Limits

C. RADIUS Authorization Profile

D. SNMP Disconnect

Correct Answer: A
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