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QUESTION 1
For which use case should network administrators set up Aruba access points (APs) as multi-zone APs?

A. The company has multiple small branch offices where APs at each branch office must forward internet traffic locally
and corporate traffic over a secure tunnel to a centralized Mobility Controller (MC).

B. The company has some devices that support both 5GHz and 2.4GHz, and the APs must operate in both frequency
bands.

C. The company requires high availability for its wireless services, and APs must be able to be controlled by more than
one Mobility Controller (MC) in case a controller fails.

D. The company has a Mobility Manager (MM)-based solution that requires APs to terminate to multiple controllers that
reside in different administrative domains.

Correct Answer: D

QUESTION 2

Refer to the exhibit.

Exam_Employee General VLANs Security Access

Default role: guest s
Server-derived roles:
Derivation method: Use value returned from Clearpass

or other auth server
() Use rules defined in table below

Show roles

A network administrator sets up the Exam_Employees WLAN on an Aruba solution with a default role of guest, as
shown in the exhibit. To which users does the guest role apply?

A. users who successfully authenticate and are assigned to the default role by the RADIUS server
B. users who successfully authenticate and are not assigned a different role by the RADIUS server
C. users who have connected to the SSID, but have not yet attempted authentication

D. users who fail authentication
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Correct Answer: B

QUESTION 3

What is an example of a Layer2 wireless threat that a wireless intrusion detection system (WIDS) should detect?

A. 802.11 association floods
B. RF jamming

C. Bluetooth interference

D. spyware

Correct Answer: A

QUESTION 4

Refer to the exhibits. Exhibit 1
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AAA Profile: Exam_Employees

AAA Profile: |Exam_Employees ./

Initial role: logon \/
MAC Authentication

Default Role: guest ¥
802.1X

Authentication guest W
Default Role:

Download Role from CPPM:

Set username from
dhcp option 12:

L2 Authentication
Fail Through:

Multiple Server
Accounting:

User Idle timeout:

seconds

Max IPv4 for
Wireless user: |2

RADIUS Interim
Accounting:

Exhibit 2

Default Col
Clients(1) ault Columns 7 A

Client Health(%) IP Address Bond Radio PHY Client PHY Device Role Forward Mode
v v v v \ 4 v v v v

employee 48 10.1.51.150 24 GHz HT2D MHz HT 2D MHz Unknown guest Tunnel
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An Aruba solution supports a WLAN that uses WPA2-Enterprise security. Exhibit 1 shows the AAA policy for the WLAN.
Users are supposed to be assigned to different roles after authentication. Network administrators test a connection with
the employee user account. Exhibit 2 shows the status for the client after this test.

What is a possible reason for the issue shown in Exhibit 2?

A. The shared key configured for the ClearPass server is incorrect.

B. The RADIUS server is not correctly set up to send a user role for the employee account.

C. MAC authentication is enabled on the WLAN, and the test device does not have an authorized address.

D. The administrators entered the wrong password for the employee account.

Correct Answer: B

QUESTION 5

Which feature is unique to 802.11ac Wave 2 access points?
A. band steering

B. multiple spatial streams

C. 40MHz channel bonding

D. multi-user MIMO (MU-MIMO)

Correct Answer: D
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