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QUESTION 1

Refer to the exhibit.

* Key Type: [ 1024-bit RSA- created by device |

{:E'] Onboard @ " | Select the type of private key to use for TLS certificates.
_ ) Start Here Include the username in unique device credentials

# Unique Device Credentials: | when checked, the username is prefixed to the device's PEAP credentials.
—;‘_'"J,‘ Certificate Authorities This unique set of credentials is used to identify the user and device on the network.
(2} ‘% Management and Control Authorization
et ﬁ;’,}g Configuration These cptions contral how a device is authorized during provisioning.
E!_ﬁg’; Deployment and Provisioning i st M ea: [App Autk — check using Aruba Application Authentication v |

| Select the method used to authorize devices.
|~ &) Start Here

|- i i i * Configuration Protile: et kRmile: = X 5 z : E
| ":ﬁ Configuration Profiles g Select the configuration profile that will be provisioned to devices.
B e Erovisioning Settings I

* Maximum Devices:

—:‘E} Self-Service Portal The maximum number of cevices that a use- may provision. Use 0 for unlimited.

Based on the configuration for ‘'maximum devices\\' shown, which statement accurately describes its settings?
A. The user cannot Onboard any devices.

B. It limits the total number of devices that can be provisioned by ClearPass.

C. It limits the total number of Onboarded devices connected to the network.

D. It limits the number of devices that a single user can Onboard.

E. It limits the number of devices that a single user can connect to the network.

Correct Answer: D

QUESTION 2

Refer to the exhibit.
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Admmmestrabon » Dhcbonanes = RADIUS
RADIUS Dictionaries

RADIUS Attributes

Vendor Name: Aruba (14823)
1. Aruba-User-Role 1 Stnng in out
2. Aruba-User-Vian 2 Unsigned32 in out .
3. Aruba-Priv- Admen- User 3 Unsignedl2 n ot
4. Aruba-Admn-Role “ Stnng n out
5. Aruba-Essid-Name 5 String mn out
6. Aruba-Locaton-ld 6 Strng n out
74 Aruba-Port-Id 7 String n out
I.: Aruba- Template-User B Stng in out
9. Aruba-Named-Vian 9 String in out
10, Aruba-AP-Group 10 Strng n out

In the Aruba RADIUS dictionary shown, what is the purpose of the RADIUS attributes?
A. to gather and send Aruba NAD information to ClearPass

B. to gather information about Aruba NADs for ClearPass

C. to send information via RADIUS packets to Aruba NADs

D. to send information via RADIUS packets to clients

E. to send CoA packets from ClearPass to the Aruba NAD

Correct Answer: C

QUESTION 3

Refer to the exhibit.
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Configuration » Enforcement » Policies = Edit - Onboard Provisioning - Aruba
Enforcement Policies - Onboard Provisioning - Aruba

Enforcamant;
Namae: Onboard Provisioning - Arubs
Dancription: Enforcemant policy controlling network access for devics provisloning
| Enforcemant Typa: RADIUS
Dafault Profile: [Dany Access Proflie)
Rubes:

Rules Evaluation Algorithm: | First applicable

L | (Authenticatien OQuterMethod EQUALS EAP-TLS) [ANow Apceny Profile], ﬁnhnlrd Post-Provisioning - Arube
4| (Authentication: Source EQUALS [Onboard Devices Repositary]) [ Al Acceis Profile], Onbaard Post-Provisioning - Aruba
A | (Authentication: Source NOT_EQUALS [Onboard Devices Repositary]]  [Allow Acoess Profile), Onbaard Pre-frovisioning - Aruba

Based on the Enforcement Policy configuration shown, which Enforcement Profile will an employee receive when
connecting an 10S device to the network or the first time using EAP-PEAP?

A. Deny Access Profile

B. Onboard Device Repository

C. Cannot be determined

D. Onboard Post-Provisioning ?Aruba
E. Onboard Pre-Provisioning ?Aruba

Correct Answer: E

QUESTION 4

Refer to the exhibit.
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- ws _

Network Access ClearPass
Visitors Device
»
Lnecim:l:s (1) 'ﬂcaptrve portal
Blowse to Register page (2
Complete registration
form Submit form (3)

Display receipt page (4

L 3 &

Submit form .
* Login message page ( 5; NAS Login
Automated NAS login (6) | Access-Request Authentication
" ccess-Response uthorization
*..II.-...Il-l'llllllllllllllfJGUEt mlt {?}
Network access (8)

Status: Unauthonzed Authenticating
Autharized

Based on the guest Self-Registration with Sponsor Approval workflow shown, at which stage does the sponsor approve
the user\\'s request?

A. After the RADIUS Access-Request

B. After the NAS login, but before the RADIUS Access-Request
C. Before the user can submit the registration form

D. After the RADIUS Access-Response

E. After the receipt page is displayed, before the NAS login

Correct Answer: E

QUESTION 5

Refer to the exhibit.
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Home >> Configuration >> Web Logins
RADIUS Web Login

Use this form to make changes to the RADIUS Web Login Guest Network.

* Name: | Guest Network |
Enter a name for this web login page.

Page Name: |Aruba login |
Enter a page name for this web login.

The web login be accessible from “/guest/page _name.php”.

Description:

Comments or descriptive text about the web login.
* Vendor Settings: ||Aruba Networks [v|

Select a predefined group of settings suitable for standard network
configurations.

Address: |securelogin arubanetworks.com |

Enter the IP address or hostname of the vendor’s product here.
Secure Login: | Use vendor default |¥|

Select a security option to apply to the web login process.
Dynamic Address:  |[ | The controller will send the IP to submit credentials

In multi-controller deployments, it is often required to post credentials
to different addresses. The address above will be used whenever the
parameter is not available or fails.

When configuring a Web Login Page in ClearPass Guest, the information shown is displayed. What is the page name
field used for?

A. for forming the Web Login Page URL

B. for Administrators to access the PHP page, but not guests

C. for Administrators to reference the page only

D. for forming the Web Login Page URL where Administrators add guest users

E. for informing the Web Login Page URL and the page name that guests must configure on their laptop wireless
supplicant.

Correct Answer: A
The Page Name is an identifier page name that will appear in the URL -- for example, "/guest/page_name.php".

References: http://www.arubanetworks.com/techdocs/ClearPass/CPGuest_UG_HTML_6.5/Content/Configuration/Creat
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eEditWebLogin.htm
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