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QUESTION 1

Which settings need to be validated for a successful EAP-TLS authentication? (Select two.)

A. Username and Password

B. Pre-shared key

C. WPA2-PSK

D. server Certificate

E. Client Certificate

Correct Answer: DE

When you use EAP with a strong EAP type, such as TLS with smart cards or TLS with certificates, both the client and
the server use certificates to verify their identities to each other. Certificates must meet specific requirements both on

the server and on the client for successful authentication.

References: https://support.microsoft.com/en-us/help/814394/certificate-requirements-when-you-use-eap-tls-or-peap-
with-eap-tls

QUESTION 2

Why is a terminate session enforcement profile used during posture checks with 802.1x authentication?
A. To send a RADIUS CoA message from the ClearPass server to the client

B. To disconnect the user for 30 seconds when they are in an unhealthy posture state

C. To blacklist the user when they are in an unhealthy posture state

D. To force the user to re-authenticate and run through the service flow again

E. To remediate the client applications and firewall do that updates can be installed

Correct Answer: A

QUESTION 3

A university wants to deploy ClearPass with the Guest module. The university has two types that need to use web login
authentication. The first type of users are students whose accounts are in an Active Directory server. The second type
of users are friends of students who need to self-register to access the network.

How should the service be set up in the Policy Manager for this network?

A. Guest User Repository and Active Directory server both as authentication sources

B. Active Directory server as the authentication source, and Guest User Repository as the authorization source
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C. Guest User Repository as the authentication source, and Guest User Repository and Active Directory server as
authorization sources

D. either the Guest User Repository or Active Directory server should be the single authentication source
E. Guest User Repository as the authentication source and the Active Directory server as the authorization source

Correct Answer: A

QUESTION 4

Which statement accurately describes configuration of Data and Management ports on the ClearPass appliance?
(Select two.)

A. Static IP addresses are only allowed on the management port.
B. Configuration of the data port is mandatory.

C. Configuration on the management port is mandatory.

D. Configuration of the data port if optional.

E. Configuration of the management port is optional.

Correct Answer: CD

The Management port (ethernet 0) provides access for cluster administration and appliance maintenance using the
WebUI, CLI, or internal cluster communication. This configuration is mandatory.

The configuration of the data port is optional. If this port is not configured, requests are redirected to the Management
port.

References: http://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/1%20About%20Clea
rPass/Hardware_Appliance.htm

QUESTION 5

Refer to the exhibit.
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Output

Session Identifier:
Date and Time:
End-Host Identifier:
Username:

Access Device IP/Port:

System Posture Status:

WO00000024-01-515a5f14
Apr 02, 2013 04:31:17 UTC
4c60defd 12ee

4c60defd 12ee

HEALTHY (0)

Policies Used -
Service:

Authentication Method:
Authentication Source:
Authorization Source:
Roles:

Enforcement Profiles:

Service Monitor Mode:

Health Check for clients
Not applicable

[Guest]
[Aruba Terminate Session]
Disabled

Based on the Access Tracker output for the user shown, which statement describes the status?
A. The Aruba Terminate Session enforcement profile as applied because the posture check failed.
B. A Healthy Posture Token was sent to the Policy Manager.

C. A RADIUS-Access-Accept message is sent back to the Network Access Device.

D. The authentication method used is EAP-PEAP.

E. A NAP agent was used to obtain the posture token for the user.

Correct Answer: B

We see System Posture Status: HEALTHY(0)

End systems that pass all SHV tests receive a Healthy Posture Token, if they fail a single test they receive a Quarantine
Posture Token.

References: CLEARPASS ONGUARD CONFIGURATION GUIDE (July 2015), page 13

https://community.arubanetworks.com/aruba/attachments/aruba/aaa-nac-guest-access-
byod/21122/1/0nGuard%20config%20Tech%20Note%20v1.pdf
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