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QUESTION 1

Refer to the exhibit.

Policy Name: WLAN.role mapping
Description: :

Default Role: [Guest]

Mapping Rules:

Rules Evaluation Algorithm: First anﬁﬂr:ahle

E C_nn_d_[t!_on, Yorpe e dalis ; Role Name

1 {Authunzaunn'mmutn]ab AD: Dapartment EQUA[E Pm:lur_"t Managqmqnl:] B t
'EDR {Authorization:remaotelab AD:UserDN EQUALS Executive) EEIIVE

--2'.';{Aumun'zaﬂnn.[Endpnlnts Repository] :0S Family EQUALS IGNORE _CASE Windaws) Vendar
3 [(Authorization: [ Endpoints Repasitory] :Categary CONTAINS SmartDevice) 05 D
* AND (Autharization:[ Endpoints Repasitory]:0S Family EQUALS_IGNORE_CASE Apple) evice
{p.udmnzatmn remcrelab AD: Department EQUALS HR)
.JDR (Connection: NAD-IP-Address BELONGS_TO_GRCUP HQ) HR Lacal

|DR (Date:Day=-of-Week NOT_BELONGS_TO Saturdﬂ':r, Sunday) .
{HOsL: OSType CONTAINS Fedura)

5./0R (Host:OSType CONTAINS Redhat) Linux User
{OR. (Host:OSType CONTAINS Ubuntu)
6./(Connection:NAD-IP-Address BELONGS_TO_ GROUP Remate NAD) X3 Remote Employee

An AD user\\'s department attribute value is configured as "QA". The user authenticates from a laptop running MAC OS
X. Which role is assigned to the user in ClearPass?

A. HR Local

B. Remote Employee
C. [Guest]

D. Executive

E. IOS Device
Correct Answer: C

None of the Listed Role Name conditions are met.

QUESTION 2

Refer to the exhibit.
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Which statements accurately describe the status of the Onboarded devices in the configuration for the network settings
shown? (Select two.)

A. They will connect to Employee_Secure SSID after provisioning.

B. They will connect to Employee_Secure SSID for provisioning their devices.
C. They will use WPA2-PSK with AES when connecting to the SSID.

D. They will connect to secure_emp SSID after provisioning.

E. They will perform 802.1X authentication when connecting to the SSID.

Correct Answer: DE

QUESTION 3
A customer with an Aruba Controller wants it to work with ClearPass Guest.

How should the customer configure ClearPass as an authentication server in the controller so that guests are able to
authenticate successfully?

A. Add ClearPass as a RADIUS CoA server.

B. Add ClearPass as a RADIUS authentication server.
C. Add ClearPass as a TACACS+ authentication server.
D. Add ClearPass as an HTTPS authentication server.
Correct Answer: B

5. Configuring the Aruba Controller

5.1 Add Clearpass as RADIUS Server
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Navigate to Configuration > SECURITY > Authentication > Servers Click on RADIUS Server and enter the Name of your
Clearpass Server: myClearpass Click Add Click on myClearpass in the Server List Etc.

References: https://community.arubanetworks.com/t5/Security/Step-by-Step-Controller-CPPM-6-5-Captive-Portal-
authentication/td-p/229740

QUESTION 4

Refer to the exhibit.

Search
Sasich Typs ® Sewch Al fecordy D Saarch Reports 0 Saarch Alerts
Salect Templats RADHLES Faded Asfanbcatons  [=] _
® a0 O oR
A - Peotocol =l EGUALS =] {RADwS
ey . Ene Cods [=] NOT_EQUMS [=] ] (S
Galert dats rangs From : | 2003052018085 | Te : [ X0M06-28 085 -

[==B L RS Y o0 FASALLG e 108, 10 100 Falad 1o clavily requedt [0 jafvoe

i eantiEhhla e o 100, 30, 100 Fadod to classfy requast to servos

An administrator configured a service and tested authentication, but was unable to complete authentication successfully.
The administrator performs a Search using insight and the information displays as shown. What is a possible reason for
the ErrorCode “Failed to classify request to service\\' shown?

A. The user failed authentication die to an incorrect password.

B. ClearPass could not match the authentication request to a service, but the user passed authentication.

C. ClearPass service authentication sources were not configured correctly.

D. The NAD did not send the authentication request.

E. ClearPass service rules were not configured correctly.

Correct Answer: E

QUESTION 5

A customer would like to deploy ClearPass with these requirements: between 2000 to 3000 corporate users need to
authenticate daily using EAP-TLS should allow for up to 1000 employee devices to be Onboarded should allow up to
100 guest users each day to authenticate using the web login feature

What is the license mix that customer will need to purchase?

A. CP-HW-2k, 1000 Onboard, 100 Guest

B. CP-HW-500, 1000 Onboard, 100 Guest
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C. CP-HW-5k, 2500 Enterprise
D. CP-HW-5k, 1000 Enterprise
E. CP-HW-5k, 100 Onboard, 100 Guest

Correct Answer: C
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