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QUESTION 1

Refer to the exhibit.

| Policy Manager Entity Details
| v ‘

Enforcement Profile - Lab 4 - Company12 Onboard Pre-Provisioning :
Mame: ; Lab < - Company12 Onboard Pre-Provisioning: =
Typea: RADIUS
Descripton: Use Aruba user role 'EYGE-vai-sin_ﬁ'- for pra-pravﬁ:‘n:}ed Onboard users
Action: Accept
Device Grcupé.i;t: : =
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1. Radms:Aruba : Aruba-User-Role BYOD-Provision
Security > User Roles > Edit Role(BYOD-Provision)
e e - |-||-----I—|-.-| 2= -a._—T—_ i _ - i e .ama 1 -—I-'tl———-i
User Roles = System:Roles ' Policies | Time:Ranges Guest Access |
[
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captveportal 5

Add |
L
L

Onboarding Page Onboarding Page «~ | Change i

Based on the ClearPass and Aruba Controller configuration settings for Onboarding shown, which statement accurately
describes an employee\\'s new personal device connecting to the Onboarding network? (Select two.)

A. Post-Onboarding, the device will be assigned the BYOD-Provision firewall role in the Aruba Controller.
B. Pre-Onboarding, the device will be redirected to the “Onboarding Page\\' Captive Portal.

C. The BYOD-Provision role is a ClearPass internal role and exists in ClearPass.

D. The device will not be redirected to any Onboarding page.

E. Pre-Onboarding, the device will be assigned the BYOD-Provision firewall role in the Aruba Controller.
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Correct Answer: BE
You can pre-provision with the Aruba controller firewall role of BY OD-Provision.
From the Firewall policies part of the exhibit, we see that the onboarding page is set to captive portal.

References: https://community.arubanetworks.com/t5/Security/CP-OnBoard-not-redirecting-to-portal-on-single-SSID/td-
p/284506

QUESTION 2

Refer to the exhibit.

Name: | test |
Description: |

e 4
P ( Role Mapping ————
Service: | Table6 Wireless Service hello
Role Mapping Policy: AD Role mapping policy
Authentication Source: ( remote lab AD s
Username: | testl
Test Date and Time: i

Policy Simulation

Summary -
Roles AD User, Engineering, Software Engineer, [User Authenticated

Which statement accurately reflects the status of the Policy Simulation test figure shown?

A. The test verifies that a client with username testl can authenticate using EAP-PEAP.

B. Role mapping simulation verifies if the remote lab AD has the ClearPass server certificate.

C. Role mapping simulation verifies that the client certificate is valid during EAP-TLS authentication.

D. The simulation test result shows the firewall roles assigned to the client by the Aruba Controller.
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E. The roles assigned in the results tab are based on rules matched in the AD Role Mapping Policy.

Correct Answer: E

QUESTION 3

Refer to the exhibit.

Home = Guest = Manage Accounts

Manage Guest Accounts

The following table shows the guest accounts that have been created. Click an account to modify it.

@ Quick Heip ’ Croate [} more Options

Filter:

ﬁ 12063775 [Guest) Expired 2015-08-27 0019 Expired
12 Fa i G t Expirg 2035-D8-27 0D0: 19 red
' doeflimyCompa . j Jus i iGuest ) RIS dadUs —a 05, EXireda
ﬁ donald@arubanetworks . Oorm [Guest] Expired 2015-08-31 18:28 Enpired
. donald@Pdisney.com [Guest] rsabled 2015-09-02 06 42 Expired
. donald@duck.com Executive Guest Active 2015-08-26 19:19 No expiry

Expired

ﬁ tmnnwﬂ‘}m [Guest] Disabled 201 5—:::5 00:12
An administrator logs in to the Guest module in ClearPass and "Manage Accounts\\' displays as shown.
When a user with username donald@disney.com attempts to access the Web Login page, what will be the outcome?
A. The user will be able to log in and authenticate successfully but will then be immediate disconnected.
B. The user will be able to log in for the next 4.9. days, but then will no longer be able to log in.
C. The user will not be able to log in and authenticate.
D. The user will be able to log in and authenticate successfully, but will then get a quarantine role.
E. The user will not be able to access the Web Login page.

Correct Answer: C

QUESTION 4

Why is a terminate session enforcement profile used during posture checks with 802.1x authentication?
A. To send a RADIUS CoA message from the ClearPass server to the client

B. To disconnect the user for 30 seconds when they are in an unhealthy posture state

C. To blacklist the user when they are in an unhealthy posture state
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D. To force the user to re-authenticate and run through the service flow again
E. To remediate the client applications and firewall do that updates can be installed

Correct Answer: A

QUESTION 5

Which component of a ClearPass Service is mandatory?
A. Authorization Source

B. Profiler

C. Role Mapping Policy

D. Enforcement

E. Posture

Correct Answer: D

An enforcement policy is a way to organize enforcement profiles and apply them to users or Policy Manager roles.
Based on the enforcement policy assigned to the role, enforcement profiles are applied to the service request.
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