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QUESTION 1

What is the primary use of the ClearPass OnGuard Application?
A. Device Profiling

B. Guest Access

C. Secure Employee Access

D. Endpoint Posture

E. Onboarding BYOD Devices

Correct Answer: D

Reference: https://www.arubanetworks.com/assets/ds/DS_ClearPass_OnGuard.pdf

QUESTION 2

Which collector can help to distinguish between an iPhone and an iPad?
A. MAC OUI

B. TACACS+

C. DHCP

D. RADIUS

E. HTTP

Correct Answer: E

Reference: https://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/
CPPM_UserGuide/PolicyProfile/Collectors.htm

QUESTION 3
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Configuration » Authentication » Sources » Add - remotelab AD
Authentication Sources - remotelab AD

Spe'ﬂ: Configure Fliter

LA PP [P et
=

Filter Name: Authentication
Filter Query: (AsAMAccountName=¥{Authentication:UsernameflobjectClass=user) |
Name Alias Name i Data type Enabled 2
1.dn UserDN String -
2. department Department String Role
3.'title Title String Attribute
;‘ : 4, company company String .

5. memberOf memberOf \¢ :étgngl . -'

Refer to the exhibit. A user has enabled “department\\' and “‘memberOf\\' as roles.

What is the direct effect of the user\\'s action?

A. The user\\'s authentication will be rejected if the user does not have an admin user group membership in AD.
B. The user\\'s memberOf attribute is sent back to the controller as a firewall role.

C. The user\\'s department and group membership will be seen in the Access tracker roles section.

D. The user\\'s authentication will be rejected if the user does not have a department attribute in AD.

E. The user\\'s department is sent back to the controller as a firewall role.

Correct Answer: A

QUESTION 4

What is the purpose of using a role mapping policy in an 802.1x service with Active Directory as the authentication
source?

A. to translate and combine AD attributes into ClearPass roles

B. to send roles from ClearPass to the AD user to update a user\\'s group membership
C. to enable attributes as roles directly without needing role mapping rules

D. to send Aruba firewall roles back to the Aruba Network Access Device

E. to send details of a user\\'s connection to the AD user to store in its database
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Correct Answer: B

QUESTION 5

A guest user connects to an Aruba Controller wireless network and is redirected to a web login page on ClearPass.
How is the redirection performed?

A. The user inputs the URL of the web login page in their browser

B. The user is redirected to the securelogin.arubanetworks.com web login page.

C. ClearPass will capture web traffic and redirect the client to the Web Login page.

D. The controller will capture web traffic and redirect the traffic to the ClearPass Web Login page.

E. The user inputs the URL of the controller\\'s securelogin.arubanetworks.com page in their browser.

Correct Answer: D
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