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QUESTION 1

Which authentication type allows a device to authenticate with a client certificate?
A. 802.1X/EAP

B. WEP Authentication

C. MAC Authentication

D. Captive Portal Authentication

E. Open System Authentication

Correct Answer: A

Reference https://community.arubanetworks.com/t5/AAA-NAC-Guest-Access-BYOD/Binary-comparisonin-EAP-TLS-
Authentication/ta-p/257857

QUESTION 2

Which two configuration options are necessary to add a Network Access Device into the ClearPass Policy Manager?
(Choose two.)

A. Admin Password
B. NAD IP Address
C. Shared Secret

D. Console Password
E. HTTPS address

Correct Answer: BC

QUESTION 3

Which statement most accurately describes how the HTTP collector words for profiling?

A. HTTP packets are inspected when a user accesses any guest page on ClearPass.

B. When a user access the Aruba controller captive portal page, HTTP packets are captured by ClearPass.
C. HTTP packets are inspected only when a user accesses the ClearPass administration Ul page.

D. When a user accesses any internet page, HTTP packets are captured by ClearPass.

E. HTTP packets are forwarded from the Controller to ClearPass.

Correct Answer: A
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QUESTION 4

Which ClearPass posture token indicates that while the client is compliant, there is an available update for the client?
A. Healthy

B. Checkup

C. Unknown

D. Remediate

E. Infected

Correct Answer: B

Reference: https://www.arubanetworks.com/techdocs/ClearPass/6.6/PolicyManager/Content/

CPPM_UserGuide/Posture/postureArchandFlow.html

QUESTION 5

What is Radius CoA used for?

A. to validate a host MAC against a white and a black list

B. to force the client to re-authenticate upon roaming to a new controller

C. to authenticate users or devices before granting them access to a network
D. to transmit messages to the NAD/NAS to modify a user\\'s session status
E. to apply firewall policies based on authentication credentials

Correct Answer: D
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