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QUESTION 1

How do apple iOS 4 and iOS 5 devices download the Onboard provisioning profile and credentials from ClearPass?
A. Bonjour

B. Quick Connect

C. SNMP

D. FTP

E. Over the air API

Correct Answer: E

QUESTION 2

Which type of ClearPass service is used to process health checks from the OnGuard agent?
A. WebAuth

B. RADIUS

C. TACACS

D. HTTP

E. AppAuth

Correct Answer: A

Reference https://community.arubanetworks.com/aruba/attachments/aruba/aaa-nac-guest-
accessbyod/21122/1/0nGuard%20config%20Tech%20Note%20v1.pdf

QUESTION 3

Which statement most accurately describes how users with Active Directory credentials authenticate with ClearPass
when Active Directory is used as an authentication source for an 802.1x service in ClearPass?

A. A Kerberos request is sent from the Network Access Device to ClearPass which initiates a RADUIS request to the
AD server.

B. A RADIUS request is sent from the Network Access Device to the AD server which communicates with ClearPass.
C. An LDAP request is sent from the Network Access Device to the AD server which communicates with ClearPass.

D. An LDAP request is sent from the Network Access Device to ClearPass which initiates a RADIUS request to the AD
server.

E. A RADIUS request is sent from the Network Access Device to the ClearPass which communicates with the AD
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Server.
Correct Answer: C

Reference http://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/3%
20Active%20Directory/AD_auth_source_adding.htm

QUESTION 4

What is the purpose of the pre-auth check during guest authentication?

A. for the NAD device to do an internal authentication check before sending the credentials to ClearPass

B. for the NAD device to check that ClearPass is active before sending it the RADIUS request

C. for ClearPass to do an internal authentication check before the NAS login happens

D. for the client device to do an internal sanity check before the NAS login occurs

E. for the client device to check that ClearPass is active before sending it the credentials

Correct Answer: C

The way NAS devices like wireless controllers do authentication on external captive portals only allows standard reject
message handling like "authentication failed". The pre auth check allows CPPM to provide advanced error handling of a
reject like "your time limit has been reached" before a user logs in. It is to do an end run around limited error handing of

NAS devices on external captive portals.

Reference https://community.arubanetworks.com/t5/Security/why-use-pre-auth-check/m-p/93254

QUESTION 5

Where is the web login page created in the ClearPass UI?
A. WebAuth Service

B. Captive Portal Profile

C. ClearPass Policy Manager

D. Guest Login Service

E. ClearPass Guest

Correct Answer: E
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