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QUESTION 1

What will be the initial posture token of a device connecting with 802.1x authentication for the first time?

A. Unhealthy

B. Quarantine

C. Checkup

D. Unknown

E. Healthy

Correct Answer: D

When the user connects to the 802.1x SSID for the first time the Posture token will be Unknown, the initial role will be
returned to the controller and the user will be redirected to OnGuard Agent page. The user will download and run the
dissolvable or persistent agent and the agent will send the health results to the Webauth Health Check service, which
will update the posture token in the Endpoint database and send a Bounce User request to the controller. That will

cause the user to re-authenticate and this time the posture token will be known.

Reference https://community.arubanetworks.com/aruba/attachments/aruba/aaa-nac-guest-
accessbyod/21122/1/0OnGuard%20config%20Tech%20Note%20v1.pdf

QUESTION 2

Which checks are made with OnGuard posture evaluation in ClearPass? (Select three.)
A. Client role check

B. Registry keys

C. Peer-to-peer application checks

D. EAP TLS certificate validity

E. Operating System version

Correct Answer: BCE

QUESTION 3

Where are guest user\\'s stored?
A. Active Directory

B. Local User Repository

C. Local user database
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D. Guest User Repository
E. Onboard Repository

Correct Answer: D

QUESTION 4

ClearPass Onboard is used primarily to automate which type of network connections?
A. visitor health checks

B. guest self-registration

C. VPN

D. guest captive portal

E. employee 802.1x

Correct Answer: B

QUESTION 5

Which statement most accurately describes how the HTTP collector words for profiling?

A. HTTP packets are inspected when a user accesses any guest page on ClearPass.

B. When a user access the Aruba controller captive portal page, HTTP packets are captured by ClearPass.
C. HTTP packets are inspected only when a user accesses the ClearPass administration Ul page.

D. When a user accesses any internet page, HTTP packets are captured by ClearPass.

E. HTTP packets are forwarded from the Controller to ClearPass.

Correct Answer: A
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