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QUESTION 1

A ClearPass deployment needs to be designed to determine whether a user authenticating is an HR department
employee in the Active Directory Server and whether the user\\'s device is healthy.

Which policy service components will the network administrator need to use?
A. Posture, Authentication and Authorization

B. Posture and Firewall Roles

C. Posture and Onboard

D. Authentication and Authorization

E. Posture, Authentication and Onboarding

Correct Answer: A

Reference http://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/
CPPM_UserGuide/About%20ClearPass/About_ClearPass.htm

QUESTION 2

What does a client need for it to perform EAP-TLS successfully? (Select two.)
A. Username and Password

B. Server Certificate

C. Pre-shared key

D. Certificate Authority

E. Client Certificate

Correct Answer: BE

Reference https://community.arubanetworks.com/t5/AAA-NAC-Guest-Access-BYOD/Binary-comparisonin-EAP-TLS-
Authentication/ta-p/257857

QUESTION 3

Which collector can help to distinguish between an iPhone and an iPad?
A. MAC OUI

B. TACACS+

C. DHCP
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D. RADIUS
E. HTTP
Correct Answer: E

Reference: https://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/
CPPM_UserGuide/PolicyProfile/Collectors.htm

QUESTION 4

Which type of ClearPass service is used to process health checks from the OnGuard agent?
A. WebAuth

B. RADIUS

C. TACACS

D. HTTP

E. AppAuth

Correct Answer: A

Reference https://community.arubanetworks.com/aruba/attachments/aruba/aaa-nac-guest-
accessbyod/21122/1/0nGuard%20config%20Tech%20Note%20v1.pdf

QUESTION 5

Which checks are made with OnGuard posture evaluation in ClearPass? (Select three.)
A. Client role check

B. Registry keys

C. Peer-to-peer application checks

D. EAP TLS certificate validity

E. Operating System version

Correct Answer: BCE
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