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QUESTION 1

In which stage of the Onboard process is the device dot1x supplicant configured? 

A. Provisioning 

B. Pre-provisioning 

C. Authentication 

D. Authorization 

E. EAP authentication 

Correct Answer: C 

 

QUESTION 2

What will be the initial posture token of a device connecting with 802.1x authentication for the first time? 

A. Unhealthy 

B. Quarantine 

C. Checkup 

D. Unknown 

E. Healthy 

Correct Answer: D 

When the user connects to the 802.1x SSID for the first time the Posture token will be Unknown, the initial role will be
returned to the controller and the user will be redirected to OnGuard Agent page. The user will download and run the
dissolvable or persistent agent and the agent will send the health results to the Webauth Health Check service, which
will update the posture token in the Endpoint database and send a Bounce User request to the controller. That will
cause the user to re-authenticate and this time the posture token will be known. 

Reference https://community.arubanetworks.com/aruba/attachments/aruba/aaa-nac-guest-
accessbyod/21122/1/OnGuard%20config%20Tech%20Note%20v1.pdf 

 

QUESTION 3

What is the purpose of a guest self-registration page in ClearPass? 

A. to allow employees to get their own devices securely connected to the network 

B. to allow contractors to create their own accounts in Active Directory 

C. to allow employees\\' sponsors to create accounts for their guests 
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D. to allow employees to easily get their corporate devices on the network 

E. to allow guest users to create a login account for the web login page 

Correct Answer: B 

Guest self-registration allows an administrator to customize the process for guests to create their own visitor accounts.
Self-registration is also referred to as self-provisioned access 

Reference http://www.arubanetworks.com/techdocs/ClearPass/6.6/Guest/Content/Configuration/
CustomizingSelfProvisionedAccess.htm 

 

QUESTION 4

Which statement most accurately describes how users with Active Directory credentials authenticate with ClearPass
when Active Directory is used as an authentication source for an 802.1x service in ClearPass? 

A. A Kerberos request is sent from the Network Access Device to ClearPass which initiates a RADUIS request to the
AD server. 

B. A RADIUS request is sent from the Network Access Device to the AD server which communicates with ClearPass. 

C. An LDAP request is sent from the Network Access Device to the AD server which communicates with ClearPass. 

D. An LDAP request is sent from the Network Access Device to ClearPass which initiates a RADIUS request to the AD
server. 

E. A RADIUS request is sent from the Network Access Device to the ClearPass which communicates with the AD
server. 

Correct Answer: C 

Reference http://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/3%
20Active%20Directory/AD_auth_source_adding.htm 

 

QUESTION 5

What happens when a client successfully authenticates but does not match any Enforcement Policy rules? 

A. no role is applied to the device 

B. logon profile is applied to the device 

C. default Enforcement profile is applied 

D. guest rule is applied to the device 

E. default rule is applied to the device 

Correct Answer: C 

The first time a device connects, it\\'s allowed on in a limited state (session timeout is a low value and DHCP is allowed)
because it doesn\\'t match any Enforcement policy rules based on Endpoint Category. The default enforcement profile is
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used. 

Reference: http://community.arubanetworks.com/t5/Security/MAC-Auth-Service-for-AP-s-Printers-Etc/tdp/243252 
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