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QUESTION 1

Which agents are valid Posture agents used by the ClearPass Policy Manager? (Choose three.) 

A. OnGuard persistent agent 

B. Microsoft AD 

C. OnGuard dissolvable agent 

D. Cisco Trust Agent 

E. Microsoft NAP 

Correct Answer: ACE 

Reference: https://www.arubanetworks.com/techdocs/ClearPass/6.6/PolicyManager/Content/
CPPM_UserGuide/Posture/Posture_policy_creating.htm.html 

 

QUESTION 2

What is the purpose of the pre-auth check during guest authentication? 

A. for the NAD device to do an internal authentication check before sending the credentials to ClearPass 

B. for the NAD device to check that ClearPass is active before sending it the RADIUS request 

C. for ClearPass to do an internal authentication check before the NAS login happens 

D. for the client device to do an internal sanity check before the NAS login occurs 

E. for the client device to check that ClearPass is active before sending it the credentials 

Correct Answer: C 

The way NAS devices like wireless controllers do authentication on external captive portals only allows standard reject
message handling like "authentication failed". The pre auth check allows CPPM to provide advanced error handling of a
reject like "your time limit has been reached" before a user logs in. It is to do an end run around limited error handing of
NAS devices on external captive portals. 

Reference https://community.arubanetworks.com/t5/Security/why-use-pre-auth-check/m-p/93254 

 

QUESTION 3

Where is the web login page created in the ClearPass UI? 

A. WebAuth Service 

B. Captive Portal Profile 

C. ClearPass Policy Manager 
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D. Guest Login Service 

E. ClearPass Guest 

Correct Answer: E 

 

QUESTION 4

Refer to the exhibit. 

Under which option on the Receipt page can SMS delivery be enabled? 

A. Footer 

B. Form 

C. Actions 

D. Title 

E. Header 

Correct Answer: C 

 

QUESTION 5

What is the benefit of persistent agents over dissolvable agents? 
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A. Auto-remediation 

B. Autonomous logon 

C. Firewall tracking 

D. Firewall checks 

E. Advanced Posture checks 

Correct Answer: A 

Reference: https://www.arubanetworks.com/assets/ds/DS_ClearPass_OnGuard.pdf 
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